Dell Acceleration Appliance for
Databases 2.0

Configuration Guide



© 2009-2015 Dell Inc. All rights reserved. This product is protected by U.S. and
international copyright and intellectual property laws. Dell™ and the Dell logo are
trademarks of Dell Inc. in the United States and/or other jurisdictions. All other marks and
names mentioned herein may be trademarks of their respective companies.

2015 - 08

Rev. AO3



Contents

About thisguide . ... ... 7
Typographical conventions . . ........... ... ... ... . ...... 7
1 About DAAD configurations. . . .. ............... 9
About Fibre Channel configurations ....................... 9
About iSCSI configurations .. . ........ ... ... . . . . 10
About InfiniBand configurations ................ ... ....... N
2 About DAADfirstboot. ... .................... 13
Prerequisites. . ... .. e 13
Accepting the license agreement. ........................ 17
Configuring networking . . .....cooiiiiiii i 17
3 Configuring standalone FCandIB.............. 25
Configuring the managementport ....................... 25
Setting hostname and routing information ................ 26
Setting time zoneand NTP settings ...................... 29
Setting the admin user password. . ....................... 33
Completing the DAAD configuration ..................... 35
4 Configuring standaloneiSCSI ................. 37
Configuring the managementport ....................... 37
Configuring ConnectX-3 ports foriSCSI................... 38
Setting hostname and routing information ................ 41
Setting time zone and NTP settings ...................... 44
Setting the admin user password. . ....................... 48
Completing the DAAD configuration ..................... 50
5 ConfiguringiSCSIforHA .. ....... ... ... 53
Configuring the managementport .............. ... ...... 53
Configuring ConnectX-3 portsfor HA. . . ......... ... ...... 55
Configuring ConnectX-3 ports foriSCSI................... 57
Setting hostname and routing information ................ 60
Setting time zone and NTP settings ...................... 63
Enabling clustersetup .......... ... L 67
Setting the admin user password. . ....................... 69

Completing the DAAD configuration ..................... 71



6 Configuring FCandIBforHA ................. 73

Configuring the managementport ....................... 73
Configuring ConnectX-3 ports for HA .................... 75
Setting hostname and routing information................ 77
Setting time zone and NTP settings . ..................... 80
Enabling clustersetup . ......... ... ... . .. ... . . . 84
Setting the admin user password ........................ 86
Completing the DAAD configuration ..................... 88

7 Connectingto DAAD . ....... .. ¢ttt nncnns 91
Logging in throughthe CLI........... ... ... ... ... ...... 91
Logging in throughthe GUI ........... ... ... ... ... ...... 91
Backing up DAAD configuration ................ ... ...... 94

8 Changing network settings ................... 95
Changing a node host nameinacluster .................. 95
Changing the management IPaddress. . .................. 95
Changing the management IP address to or from DHCP....96
Changing the DAAD cluster name or IPaddress ........... 96
Changing the gateway IPaddress . . .......... ... ... ... 96
Changing IP addresses for cluster interconnect ports. ... ... 97
Changing the iSCSl portIPaddress. .. .................... 97
Changing MTU settings for iSCSI............. ... ... ...... 98

9 HA and host configuration. ... ................ 101
About DAAD high availability.............. ... ... . ... .... 101
InfiniBand/SRP and iSCSI| connections for HA . ........... 102
Fabric and cluster interconnectcards. . .................. 103
Multipathingoverview . . . . . . . . .ttt i i it i v e 105
Supported network fabricand hosts. .................... 105
About multipathing for Windows ....................... 105
Load-balance policiesforMPIO . . ...... ... .. ... . . ... 106
Configuring multipathing on Windows ......... 107
Installing multipath onwindows. . ....................... 107

Installing MPIO in Windows Server 2008 R2 ............ 107
Installing MPIO in Windows Server 2012 R2............. 107

Configuring multipath on Windows. . .................... 108

Discovering multipaths. . ............ .. ... ... . . .. 12



Configuring iSCSI initiators for Windows . . . ............... N2

Standalonemode. . ... ... 13
HAMode ... 13
Setting up iISCSIin Windows. . . ... i Nn3
Creating Windows initiators in DAAD .................. n7
Configuring multipathingonLinux ............. 118
Installing MPIO on LinUX. . . ..o oo et e 18
Common mpathconfsettings ...................... ... n8
Configuring multipathingin HAmode. ................. n8
Configuring standalone multipathing with host-based mirroring119
Configuring multipathing for Oracle VM Server ......... 121
Restarting multipathing ........... ... ... ... ... ... .... 121
Setting the node session timeout for iSCSI ............. 122
Linux SCSlinitiatornotes. .. ....... ... 122
Setting up Linux iSCSl initiators. . ....................... 123
Discovering DAAD volume. ......... ... 123
Discovering DAAD target portals from RHEL initiators...123
Creating RHEL initiators for DAAD. .................... 124
Utilizing full bandwidth of a 10 Gbs Ethernet link.......... 126
Mounting a file system on a LUN during boot..... 127
Script for Mounting the filesystem ...................... 127
Configuring DAAD with ESXi initiators .. ....... 129
Configuration procedure: Mixed sub-storage ............. 129
Configuration procedure: DAADonly .................... 129
Completing the configuration. .......................... 130
Issues with automatic failback ........... ... ... ......... 132
Manual failback procedure. .. ......... ... ... . .. ... ... ... 132
Disabling VAAI functionality inESXi ..................... 135
Configuring ESXi initiators with iSCSI.................... 135
HA configuration .......... ... ... 135
Setting up an ESXi initiator . .......... ... ... .. .. .. 135
Setting up InfiniBand/SRP initiators . . ......... 139
Installing the multipath daemon. ........................ 139
Installing the InfiniBand/SRP software stack.............. 139

Configuring InfiniBand/SRP .. ... ... . 140



Installing the IB_SRP-BACKPORT package............... 143

About ib_srp-packagerpm ... .. 143

Installation. ... .. 143
Separating IPoIB from SRP traffic ....................... 144
Troubleshooting. .. ... ... ... ... ... ... ..., 145
After node restore, initiators may not connect correctly ... 145
Login Failure With RHEL Initiators. . ..................... 145
Oracle LINUX 6.3 0SSUBS. . . ...ttt 145
Linux cleanup after LUNremoval........................ 146
LUN O deletion problems in Oracle VM . ................. 146
Network manager and UDEV issues with RHEL 6.4+ . ..... 147
Handling configurationchanges . ....................... 148

Informing the multipath daemon of resized devices . .... 148

Tips for resizing devices with multipathing ............. 148

Resolving path failures during multipathing scans....... 149
10 Applicationtuning . . . . . ... ... ...t 151
Oracle implementation best practices .................... 151
ASM best practices. ... ... 151
Exporting LUNs to initiators . . ........ ... ... . L 152
ASM storage configurations . ......... ... ... .. .. . . ... 152

HA mode, one diskgroup . ... 152

Standalonemode. ... ... ... . 153

Standalone mode: Storing OCR and voting files......... 153
Best practices for MS SQL server. ....................... 154
MS SQL server implementation best practices............ 154

SQL server memory allocation ........................ 154

Other best practices ... 154
HA with Windows server failover cluster ................. 155

Configuring auto-failback settings. .................... 156
Windows clustering hot fixes . ............. . ... ... ...... 159
11 Contacting technical support ................. 161
A DAAD configuration. ... ............ ... 163
DAAD platform: Frontpanel........... ... ... ... ... ..... 163
DAAD platform: Rearpanel........... ... ... ... .. . . . ... 163

Split-function ports for InfiniBand/SRP and iSCSI......... 164



About this guide

This guide contains information about installing and configuring the Dell Acceleration
Appliance for Databases (DAAD) software. This guide is intended for administrators

responsible for server and storage systems. It is assumed the reader is familiar with
basic server administration.

Typographical conventions

This document follows these conventions:

Convention Usage Examples

NOTE: Important additional information or NOTE: A weekly backup is
further explanation of a topic. recommended.

CAUTION! The task or operation might have CAUTION! Do not change
serious conseqguences if conducted configuration parameters.
incorrectly or without appropriate
safeguards. If you are not an expert in
the use of this product, consult support
for assistance.

Bold A command or system input that you |Click Help for details about disaster
type, or text or a button you click on a |[recovery.
graphical user interface (GUI).

[talic Italic font indicates any of the Detailed information about disaster
following: recovery methods is available in the

« A term with a specific meaning in the |Administrator Guide.
context of this document.
* Emphasis on specific information. network:ping hostname
¢ Reference to another document.
« Variables in a syntax statement for
which values are substituted.

Courier System output, file names or path > Recovery in progress
names.

Bold Courier for commands typed by |network:ping 10.1.100.14
user.

<> A required entry or variable parameter |installer-<version#>.run

Angle Brackets

Square [ ] An optional entry or variable tar [zxvf] Ffile.tgz

Brackets parameter.

Curly {3} A list of options separated by a the Click { OK | Cancel }.

Brackets pipe symbol "|" from which any one
must be selected.







About DAAD configurations

The steps for configuring DAAD depend on the networking hardware that is installed in
the appliance. Generally, DAAD can be configured for one of the following data
networking protocols:

e Fibre Channel
* iSCSI
¢ InfiniBand (IB)

About Fibre Channel configurations
Fibre channel DAAD configurations consist of the following components:

* Four Fusion ioMemory devices that are either 3.2 TB or 6.4 TB capacity. (All the
Fusion ioMemory devices in the DAAD are the same capacity.)

 Two dual-port fibre channel cards.

« Optionally, a ConnectX-3, 40 GbE, dual-port adapter for a high availability link
between two DAAD systems.



Figure 1-1. DAAD Fibre Channel Configuration

1] | 4 |ioMemory3.2TBor6.4TB| 6 |ioMemory 3.2 TB or 6.4 TB|

2 | Fibre Channel | 5 | ioMemory 3.2 TBor 6.4 TB| 7 | ioMemory 3.2 TB or 6.4 TB|

3| Fibre Channel

Figure 1-2. DAAD HA Fibre Channel Configuration

1| Connectx-3 | 4 [ioMemory3.2TBor6.4TB| 6 |ioMemory 3.2 TB or 6.4 TB|

2 | Fibre Channel | 5 | ioMemory 3.2 TB or 6.4 TB| 7 | ioMemory 3.2 TB or 6.4 TB|

3| Fibre Channel

About iSCSI configurations
iSCSI DAAD configurations for consist of the following components:

* Four Fusion ioMemory devices that are either 3.2 TB or 6.4 TB capacity. (All the
Fusion ioMemory devices in the DAAD are the same capacity.)

e Two ConnectX-3 adapters used for iISCSI protocol connections to the DAAD

« Optionally, one ConnectX-3 adapter used for a high availability link between two
DAAD systems.

Figure 1-3. DAAD iSCSI Configuration

1] |  4[ioMemory3.2TBor6.4TB| 6 |ioMemory 3.2 TB or 6.4 8|

2 | ConnectX-3 | 5 | ioMemory 3.2 TB or 6.4 TB| 7 | ioMemory 3.2 TB or 6.4 TB|

3 [Comeeocs |
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Figure 1-4. DAAD HA iSCSI Configuration

1{ iscsi Ha(E) | 4 [ioMemory3.2TBor6.4TB| 6 |ioMemory 3.2 TB or 6.4 TB|

2 ! iSCSI -+ iSCsl | 5 | ioMemory 3.2 TB or 6.4 TB| 7 | ioMemory 3.2 TBor 6.4 TB|

Figure 1-5.

About InfiniBand configurations
InfiBand DAAD configurations consist of the following components:

¢ Four Fusion ioMemory devices that are either 3.2 TB or 6.4 TB capacity. (All the
Fusion ioMemory devices in the DAAD are the same capacity.)

« Two InfiniBand adapters used for IB protocol connections to the DAAD

¢« Optionally, for HA configurations, the system may be configured with three IB
adapters with two ports on two of the adapters configured to be an Ethernet link
between two DAAD systems in the cluster.

Figure 1-6. DAAD InfiniBand Configuration

1| | 4 ioMemory3.2TBor6.4TB| 6 |ioMemory 3.2 TB or 6.4 TB|

2| InfiniBand | 5 [ioMemory 3.2TB or 6.4 TB| 7 [ioMemory 3.2 TB or 6.4 T8|

3 [Cimans ]

1



Figure 1-7. DAAD HA InfiniBand Configuration

1 |ifinigand HA (Eth)| 4 |ioMemory 3.2 TB or 6.4 TB|

2 | InfiniBand | 5 | ioMemory 3.2 TB or 6.4 TB|

3 [ A €]
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6 | ioMemory 3.2 TB or 6.4 TB]|

7 |ioMemory 3.2 TB or 6.4 TB|




About DAAD first boot

When booting DAAD for the first time,, perform some basic configuration tasks for the
DAAD system. These tasks can be grouped into the following phases:

Accepting the license agreement
Configuring networking

Setting clock and time zone
Configuring HA clustering
Setting the admin user password

The networking adapters installed in the your system will determine what is displayed
on the Network Configuration screen. As directed in Table 2-1 on page 18, go to the
section that matches the Network Configuration screen displayed on the console of
your system.

Prerequisites

Before beginning, ensure that you have access to the following items:

Keyboard and video monitor for First Boot of the Dell Acceleration Appliance for
Databases

IP address assignments, if static IP addresses will be used
IP default gateway setting

SSL certificate for remote access. A pre-configured SSL certificate is provided, but
it will trigger security warnings; therefore, Dell recommends that you use your own
SSL certificate.

To install the Dell Acceleration Appliance for Databases software on your target server,
perform the following steps:

1

NOTE: To navigate through the installation screens, press Tab until your
selection is highlighted, and then press Enter. Or, you can press
Alt+<highlighted letter>, such as Alt+H for Help, or Alt+N for Next. Press the
down arrow key to scroll through a list.

From the customer support site download the ISO image for the DAAD software.

2 Burn an installation DVD that contains the .ISO image. You can also softmount the

ISO image through iDRAC or you can configure it on a bootable USB.



3 Power on the DAAD and boot the machine with the ISO image. The install screen is
displayed:

Boot from Hard Disk

Install ION Accelerator 2.6.0-61

Failsafe -- Install ION Accelerator 2.6.0-61

Skl e =

4 Select Install ION Accelerator.

5 If you have multiple disks in the appliance, select the disk where the Dell
Acceleration Appliance for Databases software will be installed, such as /dev/sda.

6 When the following warning prompt is displayed, select Yes:

Destroying 4LL data on fdev/sda, continue 7

| =m (lo )

A progress dialog box is displayed, first for loading the software and then for verifying
the /dev/sda section on the boot disk.

DAAD detects the drives available in the IF100 and displays a dialog box asking you
to confirm deletion of data on the drives.

 Detected 64 out of 64 loDrives/SA5/5SD with valid signature

Would you like to keep existing data?

< Yes > < No 3>
K Yes O]

7 To remove the previous data from all the drives, select No.

14



8 Confirm that you want to delete data by selecting Yes.

After DAAD software is installed, the software scans for existing network cards and
displays detected controllers:

Slot Type Uendor Device Model

Ethernet Broadcom Corporation NetXtreme BCMS720 Gigabit Ethernet PCle
Broadcom Corporation NetXtreme BCMS5720 Gigabit Ethernet PCle
Broadcom Corporation NetXtreme BCMS720 Gigabit Ethernet PCle
Broadcom Corporation NetXtreme BCMS720 Gigabit Ethernet PCle
Mellanox Technologies MTZ2?7500 Family [ConnectX-31

(6]
5
Number of Fibre Chanmel controllers: 0

9 Select OK to proceed.

The Storage Protocol Selection dialog box is displayed showing the detected protocol
as the default selection.

Storage protocol

1 Fibre Channel
Z SRP over InfiniBand

§ E=

10 Select iSCSI or Fibre Channel and then select OK.



The High Availability dialog box is displayed, showing a default selection determined
by whether HA hardware was detected:

High Availability

1 Emable

<Cancel>

11 Select Disable and then select OK.

The ION Configuration Summary dialog box is displayed, with a summary of the
selected protocol and mode (HA or standalone)..

Storage protocol: iSCS1
High Availability: Disable

Proceed with configuration?

< Yes >

12 Select Yes to proceed with the Dell Acceleration Appliance for Databases
configuration.

After DAAD completes configuration it will display the Network Configuration screen.

16



Accepting the license agreement

When you boot DAAD for the first time, a number of start-up messages are displayed.
However, the first screen that requires user input is the End-User License Agreement
(EULA) screen. When the EULA is displayed, read the agreement and accept it.

NOTE: To navigate through the installation screens, press Tab until your
selection is highlighted, and then press Enter. Or, you can press
Alt+<highlighted letter>, such as Alt+H for help, or Alt+N for Next. Press the
down arrow key to scroll through a list.

1 Check Yes at the bottom of the screen to accept the agreement.
2 Select Next to continue.

License Agreement

Dell End User License Agreement
THI3 END USER LICENSE AGREEMENT ("EULA”) I3 A LEGAL AGREEMENT
BETUEEN YOU (EITHER AN INDIVIDUAL OR AN ENTITY) AND DELL
[PRODUCTS L.P., A TEXAS LIMITED PARTNERSHIP, OR DELL GLOBAL B.U.
(3INGAPORE BRANCH), THE SINGAPORE BRANCH OF A COMPANY
INCORPORATED IN THE NETHERLANDS WITH LIMITED LIABILITY ON BEHALF
OF ITSELF, DELL INC. AND DELL INC.’S DIRECT AND INDIRECT
[SUBSIDIARIES (COLLECTIVELY, "DELL"). THIS AGREEMENT GOUERNS ALL
[SOFTWARE ("SOFTWARE") AND ANY UPGRADES, UPDATES, PATCHES,
DTFIXES, MODULES, ROUTINES, FEATURE ENHANCEMENTS AND ADDITIONAL
ERSIONS OF THE S0FTWARE THAT REPLACE DR SUPPLEMENT THE ORIGINAL
[BOFTWARE (COLLECTIVELY "UPDATES™) AND THEIR ASSOCIATED MEDIA,
[PRINTED MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION,
[DISTRIBUTED BY OR ON BEHALF OF DELL UNLESS THERE IS A SEPARATE
[LICENSE AGREEMENT BETWEEN ¥DU AND THE MANUFACTURER OR OUNER OF
THE SOFTWARE OR UPDATE. IF THERE IS NO SEPARATE LICENSE
AGREEMENT THEN THIS AGREEMENT GOUERNS YOUR USE OF UPDATES, AND
[BUCH UPDATES WILL BE CONSIDERED SOFTWARE FOR ALL PURPDSES OF
THI3 EULA. THE "SOFTWARE™ SHALL MEAN COLLECTIVELY THE SOFTUARE
[PROGRAM AND UPDATES AND ANY COPIES THEREOF. THIS EULA, IN AND OF
ITSELF, DOES NOT ENTITLE YOU TO ANY UPDATES AT ANY TIME IN THE
[FUTURE. BY EXPRESSLY ACCEPTING THESE TERMS OR BY DOWNLOADING,
INSTALLING, ACTIVATING AND-OR OTHERWISE USING THE 30FTWARE, YOU
ARE AGREEING THAT YOU HAVE READ, AND THAT YOU AGREE TO COMPLY
ITH AND ARE BOUND BY THE TERM3 AND CONDITIDNS OF THIS EULA AND
ALL APPLICABLE LAW3S AND REGULATIONS. IF YOU DO NOT AGREE TO BE
BOUND BY THE TERMS AND CONDITIONS OF THIS EULA, THEN YOU MaY NOT

() Yes, I fAigree to the License Agreement
() No, I Do Not Agree

[Abort]

Configuring networking

After accepting the EULA, the Network Configuration screen displays the Ethernet
adapters that are installed in your system. By using Table 2-1, determine the section of
this guide to use to configure DAAD networking.

17



Table 2-1. DAAD configuration sections

Slots 1-3 Network Configuration Screen

Network Configuratiom
1| | 4| LsIsAsHB,

( ) Bkip Conf iguration
2 | HbreChanne|| 5| (NN (k) Use Following Conf iguration

3| Fibre Channel

Netuwork Interfaces

NetXtreme BCMS7Z0 Gigabit Ethernet PCle
Mot conf igured yet.

» NetXtreme BCMS57Z0 Gigabit Ethernet PCle
Not conf igured yet.

= Ethernet Network Card
Conf igured with DHCP : i i

» NetXtreme BCM57Z0 Gigabit Ethernmet PCle
Mot conf igured yet.

For a standalone Fibre Channel configuration, configure
one of the built-in Ethernet ports for console access into
the DAAD. Instructions about this task are available at
Configuring standalone FC and IB on page 25.

18



Table 2-1. DAAD configuration sections (Continued)

Slots 1-3 Network Configuration Screen

1| Connectx-3 | 4| LSISASHB

2| Fibre Channel | 5[ LSISAS HB,

3| Fibre Channel

Network Configuration

( ) Bkip Conf iguration

(x)} Use Followin onf iguration

Network Interfaces

NetXtreme BCHS7Z0 Gigabit Ethernet PCle

Not conf igured yet.

* NetXtreme BCHM57Z20 Gigabit Ethernet PCle
Not conf igured yet.

= Ethernet Network Card
Conf igured with DHCP

* NetXtreme BCHM57Z20 Gigabit Ethernet PCle
Not conf igured yet.

= MIZ?508 Family [ConnectX-31
Not conf igured yet.

= MIZ?508 Family [ConnectX-31

Not conf igured yet.

For an HA Fibre Channel configuration, configure one of
the built-in Ethernet ports for console access into the
DAAD and configure the cluster connection between your
two DAAD systems. Instructions about this task are
available at Configuring FC and IB for HA on page 73

NOTE: In this configuration, the ConnectX-3 entries
represent two ports on the same card. It does not represent
two cards.

19



Table 2-1. DAAD configuration sections (Continued)

Slots 1-3 Network Configuration Screen

1| | 4 [LSISAS HBy

Network Configurationm

2| Connectx-3 |  5[LSISAS HB/

( ) 3kip Conf iguration

3 (x) U=se Following Configurationm

Netuwork Interfaces

NetXtreme BCHMS7Z0 Gigabit Ethernet PCle
Mot conf igured yet.
» NetXtreme BCMS57Z0 Gigabit Ethernet PCle
Mot conf igured yet.
= Ethernet Network Card
Not conf igured yet.
» NetXtreme BCMS57Z0 Gigabit Ethernet PCle
Mot conf igured yet.
= MTZ2Y500 Family [ConmectX-—31
Not conf igured yet.
= MNTZ27500 Family [CommectX-31
Mot conf igured yet.
= MNTZ27500 Family [CommectX-31
Mot conf igured yet.
= MNTZ27500 Family [CommectX-31
Mot conf igured yet.

For a standalone iSCSI configuration, configure one of the
built-in Ethernet ports for console access into the DAAD
and then configure the ConnectX-3 iSCSI interfaces.
Instructions about this task are available at Configuring
standalone iSCSI on page 37

NOTE: In this configuration, the ConnectX-3 entries
represent four ports on two different cards

20



Table 2-1. DAAD configuration sections (Continued)

Slots 1-3 Network Configuration Screen

Network Configuration

) 3kip Configuration

1{ iscsi HA(eth) | 4| LSISASHB

iscsi | 5| LSI SAS HB,

HA (Eth)

2 iscsl

Netuwork Interfaces

Not configured

Not configured
Not configured

Not configured
= MTZ2?500 Family
Not configured
= MTZ2?500 Family
Not configured
= MTZ2?500 Family
Not configured
= MTZ2?500 Family
Not configured
= MTZ2?500 Family
Not configured
= MTZ2?500 Family
Not configured

(x) Use Following Configuration

NetXtreme BCMS57Z20 Gigabit Ethernet PCle

yet.

* NetXtreme BCM5720 Gigabit Ethernet PCle

yet.

* Ethernet Network Card

yet.

* NetXtreme BCM5720 Gigabit Ethernet PCle

yet.
[CommectX-31
yet.
[CommectX-31
yet.
[CommectX-31
yet.
[CommectX-31
yet.
[CommectX-31
yet.
[CommectX-31
yet.

For an HA iSCSI configuration, configure the following:

* One of the built-in Ethernet ports for console access into
the DAAD

* Four ConnectX-3 iSCSI interfaces

¢ Two ConnectX-3 ports for the HA cluster connection
between your two DAAD systems.

Instructions about this task are available at Configuring

iSCSI for HA on page 53

NOTE: In this configuration, the ConnectX-3 entries

represent six ports on three different cards. Do not

configure two ports on the same card for the HA cluster

connection.

21



Table 2-1. DAAD configuration sections (Continued)

Slots 1-3 Network Configuration Screen

Network Conf igurationm

1 | Empty | 4 |ioMemory:

( ) 3kip Conf iguration
2| 1B 1B | 5|iohﬂenunyi (x) Use Following Configuration

Netuwork Interfaces

NetXtreme BCMS57Z20 Gigabit Ethernet PCle
Not conf igured yet.

= NetXtreme BCM57Z20 Gigabit Ethermet PCle
Not conf igured yet.

# Ethernet Netuwork Card
Conf igured with DHCP : i i

= NetXtreme BCM5720 Gigabit Ethernet PCle
Not conf igured yet.

For a standalone InfiniBand configuration, configure one of
the built-in Ethernet ports for console access into the
DAAD. Instructions about this task are available at
Configuring standalone FC and IB on page 25.

22



Table 2-1. DAAD configuration sections (Continued)

Slots 1-3 Network Configuration Screen

Network Configuration

1 | IB HA(Eth)l 4 |ioMemory

- ( ) Bkip Conf iguration
2| 1B 1B | 5||ohﬂenuwy (x) Use Followin onf iguration

3| IB HA (Eth)
Network Interfaces

NetXtreme BCHS7Z0 Gigabit Ethernet PCle

Not conf igured yet.

* NetXtreme BCHM57Z20 Gigabit Ethernet PCle
Not conf igured yet.

= Ethernet Network Card
Conf igured with DHCP

* NetXtreme BCHM57Z20 Gigabit Ethernet PCle
Not conf igured yet.

= MIZ?508 Family [ConnectX-31
Not conf igured yet.

= MIZ?508 Family [ConnectX-31

Not conf igured yet.

For an HA InfiniBand configuration, configure one of the
built-in Ethernet ports for console access into the DAAD
and configure the cluster connection between your two
DAAD systems. Instructions about this task are available at
Configuring FC and IB for HA on page 73

NOTE: In this configuration, the ConnectX-3 entries
represent a single port on two different cards.

23



24



Configuring standalone FC and IB

The steps for configuring a standalone fibre channel DAAD system and a standalone
InfiniBand/SRP DAAD system are the same. To configure either your standalone fibre
channel or standalone InfiniBand/SRP DAAD system, perform the following steps:

e Configure the management port

* Set the Hostname and Routing information for DAAD
* Set the Time Zone and NTP settings

e Set the admin user password

* Finish the configuration

Configuring the management port

The management port is one you have connected by an external cable to your network
and is externally visible. This port must be configured so your network hardware
communicates with the Dell Acceleration Appliance for Databases.

To configure the management port:

1 On the Network Configuration screen, select Change (bottom of the screen) and
then Network Interfaces.

Network Interfaces...
[Back] R [Next]

The Network Settings screen is displayed with the detected network adapters listed.

2 Select the management IP card from the list.

Network Settings
Duerview—Hostname-DNS—Rout ing

Device [Note

25



3 Select Edit (in the lower-left corner of the screen).
The Network Card Setup screen is displayed.

Network Card Setup
General—fiddress—Hardware

Subnet Mask

4 Select Statically assighed IP Address.
5 Enter the IP Address and Subnet Mask for your network.
6 Select Next.

Setting hostname and routing information
To configure Hostname and routing information:

1 On the Network Settings screen, press the right arrow key to select Hostname.
2 Tab to the Hostname field and enter the Hostname for the DAAD.
3 Tab to the Domain Name field and enter the Domain Name.

26



4 Tab to the Name Servers fields and enter up to three Name Servers.

192.168.77.10
Na er 2

[Cancell

5 Press Tab until the focus is back on the Overview line.
6 Press the right arrow key to select Routing.

27



7 Tab to the Default Gateway field and enter the Default Gateway.

Network Settings
Overvies—tHo

Default Gateway
152.168.77.1

Routing Table

nation|Gateway|Netmask|Device |Opt ions

[Cancell

8 Select OK.

28



The Saving Network Configuration Screen is displayed.

Saving Network Configuration

x
x
x
x
x
x

Setting time zone and NTP settings
To set Time Zone and NTP:

1 Tab to the Region field and use the arrow keys to select the region where the DAAD
will be located.

29



2 Tab to the Time Zone field and select the zone where the DAAD will be located.

Clock and Time Zone

[x]1 Harduware Clock To UTC

[Helpl [Abort]

30



3 Tab to the Date and Time field and select Change. The Change Date and Time
screen is displayed.

Change Date and Time

C ) Manually
Current Time in HH:MM:33 Format
16 24 26
ent Date in DD-MM-YYYY Format

bz 20815

NT! :
posix.pool.ntp.org
[x]1 Save NIP Configuration

[Cancell

CAUTION! If you are using an HA configuration you must configure DAAD to
synchronize with NTP.

4 Tab to the Synchronize with NTP Server field and select it.

5 Tab to the NTP Server Address field and enter the address of the NTP server to
synchronize with.

6 Tab to the Save NTP Configuration field and select it.

31



7 Tab to the Configure field and select it.
The Advanced NTP Configuration screen is displayed.

Advanced NTP Configuration
-General Settings—Security Settings

Start NTP Daemon
( ) Only Manually
(x) Now and On Boot

Runtime Configuration PolicyCu

'Synchronization Type |Address

Server 2.opensuse.pool.ntp.org
|

|
[Add

[Help] [Cancel]

F1

8 Select Delete to delete the default NTP configuration.
9 Select Add to add a new configuration.
10

New Synchronization

Radio Clock

Outgoing Broadcast

Incoming Broadcast

[Abort]

1 Select Next.
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[Display Log...]

[ OK 1

In the New Synchronization screen that is displayed, select Server.

[Next]



12

In the NTP Server screen that is displayed, tab to select the Address field.

NTP Server

13
14
15
16

[Select...v]

[Back] [Abort]

F1@

Type the NTP server address.

Select OK.

If you have additional NTP servers, repeat steps 9-14 to configure them.
Select Accept to save the NTP changes and continue.

Setting the admin user password

To set the admin user password:

1

Type the Dell Acceleration Appliance for Databases password for the admin user.

NOTE: If the password you selected is not sufficiently strong, a warning
message is displayed so you can change the password, if necessary.

2 Retype the password you entered.

CAUTION! Be sure to record this password in a secure location in case it
needs to be retrieved.

3 To test the Keyboard Layout or use the Expert Options, select those options on the

sCreen.
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4 Select Next.

Password for the GUI/LOCAL System Administrator “admin™

Layout

[Expert Optio

[Helpl [Abort]

If you want to change this password later, change the admin user and GUI passwords
separately. For more information, see Changing Passwords in the Dell Acceleration
Appliance for Databases GUI Guide.
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Completing the DAAD configuration

After the configuration phases are complete, the Configuration Completed screen is
displayed.

To complete DAAD configuration:

1 Select Finish.

Conf iguration Completed
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The DAAD system restarts and displays start-up messages. After a login prompt is
displayed on the console, you can connect to DAAD for additional setup and
configuration. An example screenshot is given here:

done
done
done
done

done
done
done
done
done
reached

36



Configuring standalone iSCSI

To configure your standalone iSCSI DAAD system, perform the following steps:
e Configure the management port
* Set the Hostname and Routing information for DAAD
* Set the Time Zone and NTP settings
e Set the admin user password
* Finish the configuration

Configuring the management port

The management port is one you have connected by an external cable to your network
and is externally visible. This port must be configured so your network hardware
communicates with the Dell Acceleration Appliance for Databases.

To configure the management port:

1 On the Network Configuration screen, select Change (bottom of the screen) and
then Network Interfaces.

Network Interfaces...
R

The Network Settings screen is displayed with the detected network adapters listed.

2 Select the management IP card from the list.

Network Settings
Duerview—Hostname-DNS—Rout ing

Device [Note

NetXtreme BCH57Z0 Gigabit Ethernet PCle|Not conf igured
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3 Select Edit (in the lower-left corner of the screen).
The Network Card Setup screen is displayed.

Network Card Setup
General—fiddress—Hardware

Subnet Mask

4 Select Statically assighed IP Address.

5 Enter the IP Address and Subnet Mask for your network.
6 Select Next.

Configuring ConnectX-3 ports for iSCSI
To configure ConnectX-3 ports for iSCSI:

1 On the Network Configuration screen, select Change (bottom of the screen) and
then Network Interfaces.

MNetuork Interfaces...
R
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The Network Settings screen is displayed with the detected network adapters listed.

2 Select an unconfigured ConnectX-3 port from the list.

Network Settings
Juerview—Hostname-DNS—Rout ing

Name IP Address Device |Note
NetXtreme BCMS?Z0 Gigabit Ethernet PCIe|Not configured

NetXtreme BCMS?Z0 Gigabit Ethernet PCIe|Not configured

Ethernet Network Card 10.60.35.41 ethd
NetXtreme BCHS?20 Gigabit Ethernet PCle|Not conf igured

MTIZ2?500 Family [ConmectX-31 Not conf igured eth4
MTZ2?7500 Family [ConnectX-31 Not configured|ethS
MTZ2?7500 Family [ConnectX-31 Not configured|ethb
MTZ2?7500 Family [ConnectX-31 Not configured|eth?

3 Select Edit (in the lower-left corner of the screen).
The Network Card Setup screen is displayed.

Network Card Setup
General—fiddress—Hardware

Mo Link and IP Setup (Bonding Slaves)

)
( ) Dynamic Address

( ) Statically assigned IP Address
IP Address Subnet Mask
ddltional HAdresses

filias Mane|IP Address |Netmask

[Cancell [Next]
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Select Statically assigned IP Address.

Each iSCSI port must be configured on its own subnet. Also, it is a best practice to
have the last octet of the IP address match the last octet of the host.

For example, with a host IP address of 100.128.10.41, you might configure the iSCSI
ports for the following subnets:

- 192.168.20.41
- 192.168.21.41
- 192.168.22.41
- 192.168.23.41
Here is an example of unique subnet numbering for iISCSI ports in the user interface:

Network Settings
u —Hostname-DNS—Rout ing

Name IP Address Device |Note
NetXtreme BCMS5?7Z0 Gigabit Ethernet PCle|Not configured

NetXtreme BCMS5?7Z0 Gigabit Ethernet PCle|Not configured

Ethernet Network Card 100.168.20.41 |etho
NetXtreme BCMS5?7Z0 Gigabit Ethernet PCle|Not configured

MTZ2?500 Family [Connect¥-31 192.168.20.41 |ethd
MTZ2?500 Family [Connect¥-31 192.168.21.41 |ethS
MTZ2?500 Family [Connect¥-31 192.168.22.41 |ethb
MTZ2?500 Family [Connect¥-31 192.168.23.41 |eth?




5

Enter the IP Address and Subnet Mask for your network.

Network Card Setup

© 0 N O

10
1

—_

No Link and IP Setup (Bonding Slaves)
Dynamic Address

)
[

(x) Statically assigned IP Address
IP Address
192.168.22.

dditional

Alias Name|IP Address|Netmask

[Cancell

Select Next.

On the Network Card Setup screen, press left-arrows to select General.
Tab to the Set MTU field.

Set MTU to 9000.

NOTE: Ensure that the switches and routers on your network are configured
to correctly handle this MTU size.

Select Next.
Repeat steps 2-10 until all four iISCSI ports are configured.

Setting hostname and routing information

To

1
2

configure Hostname and routing information:

On the Network Settings screen, press the right arrow key to select Hostname.
Tab to the Hostname field and enter the Hostname for the DAAD.
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3 Tab to the Domain Name field and enter the Domain Name.
4 Tab to the Name Servers fields and enter up to three Name Servers.

Network Settings
0 w—Hostname/DNS
in N

[Cancel]

5 Press Tab until the focus is back on the Overview line.
6 Press the right arrow key to select Routing.
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7 Tab to the Default Gateway field and enter the Default Gateway.

Network 3ettings
Overvieuw—Hostname

Default Gateway
192.168.77.1

Routing Table

[Helpl [Cancell

8 Select OK.
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The Saving Network Configuration Screen is displayed.

Saving Network Configuration

ration

X
X
X
X
X
x

Setting time zone and NTP settings
To set Time Zone and NTP:

1 Tab to the Region field and use the arrow keys to select the region where the DAAD
will be located.
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2 Tab to the Time Zone field and select the zone where the DAAD will be located.

Clock and Time Zone

Mountain (Denver)
Nome

h D

h

[x]1 Hardware Cloc! To UTC

[Helpl [Abort]
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3 Tab to the Date and Time field and select Change. The Change Date and Time
screen is displayed.

Change Date and Time

( ) Manually
Current Time in HH:MM:33 Format
16 24 26
Current Date in DD-HM-YYYY Format
24 174 20815

(x) Synchronize with NTP Server

nf iguration

[Cancell

CAUTION! If you are using an HA configuration you must configure DAAD to
synchronize with NTP.

4 Tab to the Synchronize with NTP Server field and select it.

5 Tab to the NTP Server Address field and enter the address of the NTP server to
synchronize with.

6 Tab to the Save NTP Configuration field and select it.
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7 Tab to the Configure field and select it.
The Advanced NTP Configuration screen is displayed.

Advanced NTP Configuration
General Settings—Security Settings

Start NTP Daemon

) Only Manually
|(x) Now and On Boot

'Synchrnnization Type | Address

Server 2.opensuse.pool.ntp.org
|

Lt
[Add

[Helpl] [Cancell]

F1

8 Select Delete to delete the default NTP configuration.
9 Select Add to add a new configuration.

[Display

10 In the New Synchronization screen that is displayed, select Server.

New Synchronization

Radio Clock

Outgoing Broadcast

Incoming Broadcast

1 Select Next.

Log. ]

[ OK ]
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12 In the NTP Server screen that is displayed, tab to select the Address field.

NTP Server

[Select...v]

[Abort]

13 Type the NTP server address.

14 Select OK.

15 If you have additional NTP servers, repeat steps 9-14 to configure them.
16 Select Accept to save the NTP changes and continue.

Setting the admin user password

To set the admin user password:

1 Type the Dell Acceleration Appliance for Databases password for the admin user.

NOTE: If the password you selected is not sufficiently strong, a warning
message is displayed so you can change the password, if necessary.

2 Retype the password you entered.

CAUTION! Be sure to record this password in a secure location in case it
needs to be retrieved.

3 To test the Keyboard Layout or use the Expert Options, select those options on the
screen.
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4 Select Next.

Password for the GUI-LOCAL System Administrator “admin™

Do not
If you d
HI:\I_I

ard Layout

[Expert Opt

[Abort]

[Helpl [Back]

If you want to change this password later, change the admin user and GUI passwords
separately. For more information, see Changing Passwords in the Dell Acceleration

Appliance for Databases GUI Guide.
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Completing the DAAD configuration

After the configuration phases are complete, the Configuration Completed screen is
displayed.

To complete DAAD configuration:

1 Select Finish.

Conf iguration Completed

50



The DAAD system restarts and displays start-up messages. After a login prompt is
displayed on the console, you can connect to DAAD for additional setup and
configuration. An example screenshot is given here:

niBand protocol s
fioa fiob fioc fio

el

done
done
done
done
done
reached

Or una 0 w y
civil pro ion plicable law.
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Configuring iSCSI for HA

To configure your iSCSI DAAD system for HA, perform the following steps:

e Configure the management port

* Configure the two ConnectX-3 ports for HA

* Configure the remaining ConnectX-3 ports for iSCSI

e Set the Hostname and Routing information for DAAD
e Set the Time Zone and NTP settings

* Enable the Cluster Setup

e Set the admin user password

* Finish the configuration

NOTE: If you are planning to deploy DAAD in an HA configuration, ensure
that both Infiniflash systems have the same number of Infiniflash drive cards
in the same slots.

Configuring the management port

The management port is one you have connected by an external cable to your network
and is externally visible. This port must be configured so your network hardware
communicates with the Dell Acceleration Appliance for Databases.

To configure the management port:

1 On the Network Configuration screen, select Change (bottom of the screen) and
then Network Interfaces.

Network Interfaces...
[Back] R [Next]

The Network Settings screen is displayed with the detected network adapters listed.
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2 Select the management IP card from the list.

Network 3ettings

Device [Note

3 Select Edit (in the lower-left corner of the screen).
The Network Card Setup screen is displayed.

Network Card Setup
ral—Address—Hard

( ) Mo Link
( ) Dynamic

Subnet Mask
192.168.77.1685
Additional Add

filias Nane|IP A

[Add 1

N

Select Statically assighed IP Address.

ul

Enter the IP Address and Subnet Mask for your network.
6 Select Next.
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Configuring ConnectX-3 ports for HA

To configure the ConnectX-3 ports for HA:

1 Tab to select the first ConnectX-3 Ethernet HA port. This will be the second port
(Port 2) in the card in slot 1 with a BusID of 0000:81:00.0.

2 Select Edit.
3 Tab until the IP Address field is selected.
4 Enter the IP Address for the port.

NOTE: Use the static IP addresses and subnet masks shown in the table here
for the cluster interconnect ports. Using other IP addresses or subnet masks
may lead to unexpected behavior.

DAAD 1 DAAD 2
First HA Port 192.168.1.1 192.168.1.2
Second HA Port 192.168.2.1 192.168.2.2
Subnet Mask 255.255.255.0 255.255.255.0
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5 Press Tab and enter 255.255.255.0 for the Subnet Mask.

Network Card Setup
General—fddress—Hardware

tup (Bonding &

d IP Address
Subnet Ma

6 Select Next.
7 Tab to select the second ConnectX-3 Ethernet HA port.

56

In the case of HA Fibre Channel, this will be the first port (Port 1) in slot 1 whose MAC
address is one higher than the one selected for the first Ethernet HA port.

In the case of HA iSCSI and HA InfiniBand/SRP this will be the second Ethernet port
(Port 2) in the card in slot 3 with a BusID of 0000:83:00.0



8 Repeat steps 2-5, setting a different IP Address for the second ConnectX-3
Ethernet HA port.

Network Card Setup

Subnet Mask
255.255.255.0

[Cancell

9 Select Next.

Configuring ConnectX-3 ports for iSCSI
To configure ConnectX-3 ports for iSCSI:

1 On the Network Configuration screen, select Change (bottom of the screen) and
then Network Interfaces.

Network Interfaces...
R

The Network Settings screen is displayed with the detected network adapters listed.
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2 Select an unconfigured ConnectX-3 port from the list.

Network Settings
Duerview—Hostname-DN3—Rout ing

Name IP Address Device |Note
NetXtreme BCMS7Z20 Gigabit Ethernmet PCle|Not conmf igured

NetXtreme BCMS7Z20 Gigabit Ethernmet PCle|Not conmf igured

Ethernet Network Card 10.60.35.41 ethl
NetXtreme BCMS7Z20 Gigabit Ethernmet PCle|Not conmf igured

MTZ7500 Family [ConmectX-31 192.168.1.1 etht
MTZ7?500 Family [ConmectX-31 192.168.2.1 ethS
MTZ?500 Family [ConmnectX-31 Not conf igured ethé
MTZ7500 Family [ConmectX-31 Not conf igured |eth?
MTZ7500 Family [ConmectX-31 Not conf igured |ethd
MTZ7500 Family [ConmectX-31 Not conf igured |ethd

3 Select Edit (in the lower-left corner of the screen).
The Network Card Setup screen is displayed.

Network Card 3etup
General—fAddress—Hardware

No Link and IF Setup (Bonding 3laves)
Dynamic Address

[}
)

( ) Statically assigmed IP Address
IP Address Subnet Mask

Ada1T10ndl AAAresSsSes:

Alias Name|IP Address|Netmask

[Cancell [Next ]
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Select Statically assigned IP Address.

Each iSCSI port must be configured on its own subnet. Also, it is a best practice to
have the last octet of the IP address match the last octet of the host.

For example, with a host IP address of 100.128.10.41, you might configure the iSCSI
ports for the following subnets:

- 192.168.20.41
- 192168.21.41
- 192.168.22.41
- 192.168.23.41

Here is an example of unique subnet numbering for iISCSI ports in the user interface:

Network Settings
u —Hostname-DNS—Rout ing

Name IP fddress Device [Note
NetXtreme BCHS7Z0 Gigabit Ethernet PCle|Not configured

NetXtreme BCHS7Z0 Gigabit Ethernet PCle|Not configured

Ethernet Network Card 100.168.20.41 |ethO
NetXtreme BCHS7Z0 Gigabit Ethernet PCle|Not configured

MTZ7500 Family [ConmectX-31 192.168.20 .41 |etht
MTZ7500 Family [ConmectX-31 192.168.21.41 |ethS
MTZ7500 Family [ConmectX-31 192.168.22 .41 |ethb
MTZ7500 Family [ConmectX-31 192.168.23 .41 |eth?
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5 Enter the IP Address and Subnet Mask for your network.

Network Card Setup

Mo Link and IP Setup (Bonding Slaves)
Dynamic Address

(x) Statically assigned IP Address
IF Address
192.168.22 .4

dditional

Alias Name|IP Address|Netmask

[Cancell [Next]

Select Next.

On the Network Card Setup screen, press left-arrows to select General.
Tab to the Set MTU field.

Set MTU to 9000.

©O© 0 N O

NOTE: Ensure that the switches and routers on your network are configured
to correctly handle this MTU size.

10 Select Next.
11 Repeat steps 2-10 until all four iSCSI ports are configured.

Setting hostname and routing information
To configure Hostname and routing information:

1 On the Network Settings screen, press the right arrow key to select Hostname.
2 Tab to the Hostname field and enter the Hostname for the DAAD.
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3 Tab to the Domain Name field and enter the Domain Name.

4 Tab to the Name Servers fields and enter up to three Name Servers.

5 Press Tab until the focus is back on the Overview line.
6 Press the right arrow key to select Routing.
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7 Tab to the Default Gateway field and enter the Default Gateway.

Network Settings
Overvies—tHo

Default Gateway
152.168.77.1

Routing Table

nation|Gateway|Netmask|Device |Opt ions

[Cancell

8 Select OK.
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The Saving Network Configuration Screen is displayed.

Saving Network Configuration

x
x
x
x
x
x

Setting time zone and NTP settings
To set Time Zone and NTP:

1 Tab to the Region field and use the arrow keys to select the region where the DAAD
will be located.
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2 Tab to the Time Zone field and select the zone where the DAAD will be located.

Clock and Time Zone

[x]1 Harduware Clock To UTC

[Helpl [Abort]
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3 Tab to the Date and Time field and select Change. The Change Date and Time
screen is displayed.

Change Date and Time

C ) Manually
Current Time in HH:MM:33 Format
16 24 26
ent Date in DD-MM-YYYY Format

bz 20815

NT! :
posix.pool.ntp.org
[x]1 Save NIP Configuration

[Cancell

CAUTION! If you are using an HA configuration you must configure DAAD to
synchronize with NTP.

4 Tab to the Synchronize with NTP Server field and select it.

5 Tab to the NTP Server Address field and enter the address of the NTP server to
synchronize with.

6 Tab to the Save NTP Configuration field and select it.
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7 Tab to the Configure field and select it.
The Advanced NTP Configuration screen is displayed.

Advanced NTP Configuration
-General Settings—Security Settings

Start NTP Daemon
( ) Only Manually
(x) Now and On Boot

Runtime Configuration PolicyCu

'Synchronization Type |Address

Server 2.opensuse.pool.ntp.org
|

|
[Add

[Help] [Cancel]

F1

8 Select Delete to delete the default NTP configuration.
9 Select Add to add a new configuration.
10

New Synchronization

Radio Clock

Outgoing Broadcast

Incoming Broadcast

[Abort]

1 Select Next.
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[ OK 1

In the New Synchronization screen that is displayed, select Server.

[Next]



12

13
14
15
16

In the NTP Server screen that is displayed, tab to select the Address field.

NTP Server

[Select...v]

[Back] [Abort]

F1@

Type the NTP server address.

Select OK.

If you have additional NTP servers, repeat steps 9-14 to configure them.
Select Accept to save the NTP changes and continue.

Enabling cluster setup

To enable the HA cluster:

1

On the Cluster Setup screen, tab to the Enter Cluster Name field and enter a name
for the Cluster.

CAUTION! The cluster name must be a DNS entry, not DHCP, and must be on
the same subnet as the management IP address for the Dell Acceleration
Appliance for Databases nodes. Also, do not enter the name or IP address of
one of the currently existing nodes.

Tab to the Enter Cluster IP Address field and enter the IP address for the cluster.

Tab to the Primary Channel field and press the down arrow key on Bind Network
Address drop-down menu.
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4 From the drop-down menu, select the address you set for the first ConnectX-3
Ethernet HA port.

Cluster Jetup

[x1 Enable ¢

daad-cluster
Enter Clu

192.168.77.11

[Help]

[Backl

[Abort]

5 Tab to the Redundant Channel field and press the down arrow key on Bind Network
Address drop-down menu.



6 From the drop-down menu, select the address you set for the second ConnectX-3
Ethernet HA port.

Cluster Setup

[x] Enable Cluster

Enter Cluster IP addre
192.168.77.111

192.168.1.

[Helpl [Back] [Abort]

7 Select Next.

Setting the admin user password
To set the admin user password:

1 Type the Dell Acceleration Appliance for Databases password for the admin user.

NOTE: If the password you selected is not sufficiently strong, a warning
message is displayed so you can change the password, if necessary.

2 Retype the password you entered.
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CAUTION! Be sure to record this password in a secure location in case it
needs to be retrieved.

3 To test the Keyboard Layout or use the Expert Options, select those options on the
screen.

4 Select Next.

Password for the GUI-LOCAL System Administrator “admin™

ng £
the GUI or

[Helpl [Back]l [Abort]

If you want to change this password later, change the admin user and GUI passwords
separately. For more information, see Changing Passwords in the Dell Acceleration
Appliance for Databases GUI Guide.
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Completing the DAAD configuration

After the configuration phases are complete, the Configuration Completed screen is
displayed.

To complete DAAD configuration:

1 Select Finish.

Conf iguration Completed
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The DAAD system restarts and displays start-up messages. After a login prompt is
displayed on the console, you can connect to DAAD for additional setup and
configuration. An example screenshot is given here:

done
done
done
done

done
done
done
done
done
reached
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Configuring FC and IB for HA

The steps for configuring a fibre channel DAAD system for HA and an InfiniBand/SRP
DAAD system for HA are very similar. They only difference is that with fibre channel the
Ethernet HA ports are both on the Mellanox adpater in Slot 1, whereas with
InfiniBand/SRP the one HA port is on the adapter in Slot 1 and the other port is on the
adapter in Slot 3.

To configure either your fibre channel or your InfiniBand/SRP DAAD system for HA,
perform the following steps:

e Configure the management port

* Configure the ports on the Mellanox card for HA

e Set the Hostname and Routing information for DAAD
e Set the Time Zone and NTP settings

+ Enable the Cluster Setup

¢ Set the admin user password

e Finish the configuration

NOTE: If you are planning to deploy DAAD in an HA configuration, ensure
that both Infiniflash systems have the same number of Infiniflash drive cards
in the same slots.

Configuring the management port

The management port is one you have connected by an external cable to your network
and is externally visible. This port must be configured so your network hardware
communicates with the Dell Acceleration Appliance for Databases.

To configure the management port:

1 On the Network Configuration screen, select Change (bottom of the screen) and
then Network Interfaces.

Network Interfaces...
[Back] R [Next]
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The Network Settings screen is displayed with the detected network adapters listed.

2 Select the management IP card from the list.

Network 3ettings
Juerview—Hostn:

Device [Note

3 Select Edit (in the lower-left corner of the screen).
The Network Card Setup screen is displayed.

Network Card Setup
General—Address—Hardware

p (Bondir

ssigned IP Add
Subnet Mask

[Add 1

4 Select Statically assighed IP Address.
5 Enter the IP Address and Subnet Mask for your network.
6 Select Next.
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Configuring ConnectX-3 ports for HA

To configure the ConnectX-3 ports for HA:

1 Tab to select the first ConnectX-3 Ethernet HA port. This will be the second port
(Port 2) in the card in slot 1 with a BusID of 0000:81:00.0.

2 Select Edit.
3 Tab until the IP Address field is selected.
4 Enter the IP Address for the port.

NOTE: Use the static IP addresses and subnet masks shown in the table here
for the cluster interconnect ports. Using other IP addresses or subnet masks
may lead to unexpected behavior.

DAAD 1 DAAD 2
First HA Port 192.168.1.1 192.168.1.2
Second HA Port 192.168.2.1 192.168.2.2
Subnet Mask 255.255.255.0 255.255.255.0
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5 Press Tab and enter 255.255.255.0 for the Subnet Mask.

Network Card Setup
General—fddress—Hardware

tup (Bonding &

d IP Address
Subnet Ma

6 Select Next.
7 Tab to select the second ConnectX-3 Ethernet HA port.

76

In the case of HA Fibre Channel, this will be the first port (Port 1) in slot 1 whose MAC
address is one higher than the one selected for the first Ethernet HA port.

In the case of HA iSCSI and HA InfiniBand/SRP this will be the second Ethernet port
(Port 2) in the card in slot 3 with a BusID of 0000:83:00.0



8 Repeat steps 2-5, setting a different IP Address for the second ConnectX-3
Ethernet HA port.

Network Card Setup

Subnet Mask
255.255.255.0

[Cancell

9 Select Next.

Setting hostname and routing information
To configure Hostname and routing information:

1 On the Network Settings screen, press the right arrow key to select Hosthname.
2 Tab to the Hostname field and enter the Hostname for the DAAD.
3 Tab to the Domain Name field and enter the Domain Name.
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4 Tab to the Name Servers fields and enter up to three Name Servers.

Network Settings
iew—HostnamesDNS—Rout ing

Do

[Cancel]

5 Press Tab until the focus is back on the Overview line.
6 Press the right arrow key to select Routing.
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7 Tab to the Default Gateway field and enter the Default Gateway.

Network 3ettings
Overvieuw—Hostname

Default Gateway
192.168.77.1

Routing Table

[Helpl [Cancell

8 Select OK.
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The Saving Network Configuration Screen is displayed.

Saving Network Configuration

ration

X
X
X
X
X
x

Setting time zone and NTP settings
To set Time Zone and NTP:

1 Tab to the Region field and use the arrow keys to select the region where the DAAD
will be located.
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2 Tab to the Time Zone field and select the zone where the DAAD will be located.

Clock and Time Zone

Mountain (Denver)
Nome

h D

h

[x]1 Hardware Cloc! To UTC

[Helpl [Abort]
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3 Tab to the Date and Time field and select Change. The Change Date and Time
screen is displayed.

Change Date and Time

( ) Manually
Current Time in HH:MM:33 Format
16 24 26
Current Date in DD-HM-YYYY Format
24 174 20815

(x) Synchronize with NTP Server

nf iguration

[Cancell

CAUTION! If you are using an HA configuration you must configure DAAD to
synchronize with NTP.

4 Tab to the Synchronize with NTP Server field and select it.

5 Tab to the NTP Server Address field and enter the address of the NTP server to
synchronize with.

6 Tab to the Save NTP Configuration field and select it.
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7 Tab to the Configure field and select it.
The Advanced NTP Configuration screen is displayed.

Advanced NTP Configuration
General Settings—Security Settings

Start NTP Daemon

) Only Manually
|(x) Now and On Boot

'Synchrnnization Type | Address

Server 2.opensuse.pool.ntp.org
|

Lt
[Add

[Helpl] [Cancell]

F1

8 Select Delete to delete the default NTP configuration.
9 Select Add to add a new configuration.

[Display

10 In the New Synchronization screen that is displayed, select Server.

New Synchronization

Radio Clock

Outgoing Broadcast

Incoming Broadcast

1 Select Next.

Log. ]

[ OK ]
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12 In the NTP Server screen that is displayed, tab to select the Address field.

NTP Server

[Select...v]

[Abort]

13 Type the NTP server address.

14 Select OK.

15 If you have additional NTP servers, repeat steps 9-14 to configure them.
16 Select Accept to save the NTP changes and continue.

Enabling cluster setup

To enable the HA cluster:

1 On the Cluster Setup screen, tab to the Enter Cluster Name field and enter a name
for the Cluster.

CAUTION! The cluster name must be a DNS entry, not DHCP, and must be on
the same subnet as the management IP address for the Dell Acceleration
Appliance for Databases nodes. Also, do not enter the name or IP address of
one of the currently existing nodes.

2 Tab to the Enter Cluster IP Address field and enter the IP address for the cluster.

3 Tab to the Primary Channel field and press the down arrow key on Bind Network
Address drop-down menu.

84



4 From the drop-down menu, select the address you set for the first ConnectX-3
Ethernet HA port.

Cluster Setup

[x] Enable C

Ewt: Clu
daad—cluster

Enter Cluster IP addr
192.168.77.111

[Back]l [Abort]

5 Tab to the Redundant Channel field and press the down arrow key on Bind Network
Address drop-down menu.

85



6 From the drop-down menu, select the address you set for the second ConnectX-3
Ethernet HA port.

Cluster 3etup

[Helpl [Back]l [Abort]

7 Select Next.

Setting the admin user password
To set the admin user password:

1 Type the Dell Acceleration Appliance for Databases password for the admin user.

NOTE: If the password you selected is not sufficiently strong, a warning
message is displayed so you can change the password, if necessary.

2 Retype the password you entered.
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CAUTION! Be sure to record this password in a secure location in case it
needs to be retrieved.

3 To test the Keyboard Layout or use the Expert Options, select those options on the
screen.
4 Select Next.

Password for the GUI-LOCAL System Administrator “admin”

Layout

[Expert Options

[Abort]

[Helpl [Back]

If you want to change this password later, change the admin user and GUI passwords
separately. For more information, see Changing Passwords in the Dell Acceleration

Appliance for Databases GUI Guide.
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Completing the DAAD configuration

After the configuration phases are complete, the Configuration Completed screen is
displayed.

To complete DAAD configuration:

1 Select Finish.

Conf iguration Completed
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The DAAD system restarts and displays start-up messages. After a login prompt is
displayed on the console, you can connect to DAAD for additional setup and
configuration. An example screenshot is given here:

niBand protocol s
fioa fiob fioc fio

el

done
done
done
done
done
reached

Or una 0 w y
civil pro ion plicable law.
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Connecting to DAAD

NOTE: If you are setting up a permanent HA cluster, Dell recommends that
you connect to each node. By connecting to the nodes, in case of a failback,
the first-time setup on the second node is not necessary.

You can access and use the Dell Acceleration Appliance for Databases software by
using two methods: the CLI or the GUI. The address of the DAAD system is displayed on
the console.

Welcome to 3anDisk ION fAcceler

System Serial Number: "CBGP842™

To further administer go to:

Logging in through the CLI

1 At the login prompt, type admin as the username.
2 At the password prompt, type the password you created in First Boot.

3 After you log in to the Dell Acceleration Appliance for Databases, use the De//
Acceleration Appliance for Databases CL/ Reference for instructions about setting
up and managing your DAAD storage.

Logging in through the GUI

When you access the Dell Acceleration Appliance for Databases URL, the admin
username and password login prompt is displayed:

1 If not pre-poulated, type admin in the Username box.

2 Type the password in the Password box. (This is the password you created in First
Boot configuration.)
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3 Click Login.

Acceleration Appliance for Databases

The SSL Certificate Options dialog box is displayed. By default, the pre-configured
option is selected.

REMOTE ACCESS

To allow remote connections, you must enable and configure the remote access settings.

Agent Push Frequency [20 | seconds
Server Address (URL)

Host Name o |te5t.int.c0mpany.com |"

Port |44.3 |
S5L Certificate Options

Choose the certificate type that should be used for the SSL connection.

@ Pre-configured SSL certificate (Less secure)

This certificate type prevents the agent from validating that this server's hostname
matches the certificate, and will cause web browsers to warn of an untrusted
certificate.

©) Custom SSL certificate (More secure)

Save Changes

92



4 To use the less-secure pre-configured SSL certificate, click Save Changes.

Or, to use a custom SSL certificate, click Custom SSL certificate (more secure), and
then click Save Changes.

@ Custom S5L cerificate (More secure)
NOTE: Custom certificates must be in PEM format.

Key Mo file selected.
Certificate Mo file selected.
CA Chain {optional) No file selected.

NOTE: The default Use pre-configured SSL Certificate” option is less secure,
as it causes untrusted certificate warnings to appear.

5 Click Save Changes.

NOTE: If the port, host name, or SSL information has changed, the service
restarts in a few seconds, and the browser is redirected to the port you
specified.

SERVICE RESTARTING X CLOSE

Redirecting to:
hitps:/#10.60.32 47

Redirecting in 7 seconds  Cancel

If the host name has changed, the service restarts, and the login process is initiated
again. After re-direction, the login dialog box is displayed again.

6 Log in with the same username and password that you entered earlier.

The software is now configured so you can begin managing your Dell Acceleration
Appliance for Databases. The Overview screen is displayed as shown in the Basic
Tasks and Overview Tab section of the Dell Acceleration Appliance for Databases

GUI Guide.

NOTE: For items not covered in the steps 1-6, see Remote Access in the Dell
Acceleration Appliance for Databases GU/I Guide.

If you want to change the admin password, see Changing Passwords in the De//
Acceleration Appliance for Databases GU/I Guide..

NOTE: The admin account allows up to 10 concurrent sessions to run on the
Dell Acceleration Appliance for Databases.
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7 After you are logged in to the Dell Acceleration Appliance for Databases, see the
Dell Acceleration Appliance for Databases GU/! Guide for instructions on how to set
up and manage your DAAD storage.

Backing up DAAD configuration

NOTE: It is a best practice to save and back up configurations of your Dell
Acceleration Appliance for Databases system on a regular basis. As you set
up storage pools, create volumes, and manage initiator groups, ensure that
you back up your current configuration. For more information about backing
up and restoring configurations, see the config commands in the De//
Acceleration Appliance for Databases CLI Reference Guide.

To back up the Dell Acceleration Appliance for Databases configuration:

1 Create a backup of the current configuration by running config:backup.

For example, the following commands create an XML backup that can be used later
for a restore:

config:backup --host <hostname> --directory <path> --user <username> --
password <password>

2 Store the configuration in a location other than on the DAAD host.
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Changing network settings

This section describes the tasks to change the network settings for the Dell
Acceleration Appliance for Databases nodes after they have been configured in the
First Boot process. For information about using the system:setup command referred to
in this section, see the Dell Acceleration Appliance for Databases CL| Reference.

Changing a node host name in a cluster

W N

N O b

NOTE: Changing a node host name requires cluster downtime.

Ensure that both nodes are turned on.
Close all active sessions by disabling or disconnecting all target ports.

At the CLI, run system:setup lan to view the Setup dialog box for LAN
configuration.

Select the Hostname/DNS tab.

Change the name of the node in the dialog box.

Select OK. Both nodes will restart one at a time.

Repeat steps 5 and 6 for the second node in the cluster.

Changing the management IP address

A W N

NOTE: While changing the management IP address do not change any values
for the gateway IP address. To change the gateway IP address perform the
procedure Changing the gateway IP address on page 96 as a separate step.

Ensure that both nodes are online.

On the first node, at the CLI, enter maintenance on

Enter system:setup lan to view the Setup dialog box for LAN configuration.
Edit the Ethernet adapter configured with the management IP.

The Network Card Setup dialog box is displayed.

Change the management IP address in the dialog box.

NOTE: Ensure that the host name that may be associated with the IP address
in your network’s DNS matches the host name set for the DAAD system.
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Select OK. The node with the cluster IP address will fail over to the other node.
Enter maintenance off

On the second node, at the CLI, enter maintenance on

Repeat steps 3-7 on the second node.

Changing the management IP address to or from
DHCP

1
2
3
4

Ensure that both nodes are online.
At the CLI, enter maintenance on
Enter system:setup lan to view the Setup dialog box for LAN configuration.

On the Network Card Setup screen, you can change the IP address setting to
Dynamic Address or Statically assigned IP Address.

NOTE: Ensure that the host name that may be associated with the IP address
in your network’s DNS matches the host name set for the DAAD system.

Select OK. The node with the cluster IP address will fail over to the other node.

Enter maintenance off

Changing the DAAD cluster name or IP address

N O oA NN o o

Ensure that both nodes are online.

On the first node, at the CLI, enter maintenance on

Enter system:setup cluster to view the Setup dialog box for cluster configuration.
Change the cluster name or IP address in the dialog box.

Select OK.

Enter maintenance off

On the second node, at the CLI, enter maintenance on

Repeat steps 3-6 on the second node.

Changing the gateway IP address

1
2

96

Ensure that both nodes are turned on.

At the CLI, run system:setup lan to view the Setup dialog box for LAN
configuration.

Select the Routing tab in the dialog box.
Change the gateway IP address.
Select OK.



Changing IP addresses for cluster interconnect ports

NOTE: You can change interconnect ports only when no volumes or LUNs are
configured.

Ensure that both nodes are turned on.

At the CLI, run system:setup lan to view the Setup dialog box for LAN
configuration.

In the dialog box, change the cluster interconnect IP address for the adapters
configured as HA ports.

Select OK.
Restart both nodes.

Changing the iSCSI port IP address

ul

Ensure that both nodes are turned on.
Enter maintenance on

At the CLI, run system:setup lan to view the Setup dialog box for LAN
configuration.

Change the iSCSI port IP address in the dialog box.

Select OK.

For Linux initiators:

a Log out of all related target portals by using the following command:
iscsiadm -m node -U all

b Remove old target ports by using the following command:
iscsiadm -m node -p <oldlPaddress> -0 delete
Where

oldIPaddress—is the IP address of one of iSCSI ports you want to change.

Repeat this step for all the old target ports that you want to change.

c Add the new target session to the initiator by running the following command:
iscsiadm -m discovery -t st -p <new iISCSI IP address>

d For Linux initiators, log in to the target (all sessions) from the initiator:
iscsiadm -m node -I

e Run the CLI command initiators —dt to view the new initiator.

f Add this initiator to an existing group:
initiator:update —a <inigroup name> <initiatorign#target IP Address>
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7 For Windows initiators:

a Disconnect and remove old target ports by clicking
iSCSI Initiator > Discovery and removing old target ports with old IP addresses

b Click iSCSI Initiator > Targets and disconnect old targets
Click OK.

d For Windows initiators, connect and discover targets with new IP addresses by
clicking ISCSI Initiator > Targets and entering new IP addresses.

e Click Quick Connect.
f Click OK.

8 From the console of the DAAD target, enter the following command to update the
initiators displayed in step 9 to the initiator group:

initiator:update -a <initiatorGroup> <newlnitiator>
Where

initiatorGroup—is the existing initiator group.

newlnitiator—is one of the new initiators displayed by the initiators -dt
command.

Repeat this step for all the new initiators you want to include in the initiator group.
9 From the command line, enter maintenance off

NOTE: If the initiators do not rediscover the LUNS, run the echo command on
the initiator console. The syntax of the commad is

"echo "- - -" > /sys/class/scsi_host/<hostO0>/scan”

where hostO is the host number

Changing MTU settings for iSCSI
To change the MTU of the iSCSI NICs:
1 Log in to the DAAD console as user admin.
2 Enter maintenance on
3 Enter setup lan
The Network Settings screen is displayed.
4 Edit the port where you want to change the MTU setting.
The Network Card Setup screen is displayed.
5 On the Network Card Setup screen, press the left arrow key to select General.
6 Tab to the Set MTU field.
7 Set MTU to the new value.
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10
n
12

Select Next.

Repeat steps 4-8 for any other iSCSI ports where you want to change the MTU
settings.

Exit the Network Card Setup screen and the Network Setting screen.
From the command line, enter maintenance off
Enter ports -dt to ensure the new MTU setting.
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HA and host configuration

NOTE: If you are not planning to implement the high-availability feature of
the Dell Acceleration Appliance for Databases software, go to Application
tuning on page 151.

About DAAD high availability

The Dell Acceleration Appliance for Databases enables a powerful and effective High
Availability (HA) environment for your shared storage. HA clustering provides an
important option for customers who prefer array-based HA over application-based
mirroring. This can be especially useful if your application does not provide logical
volume management, such as with all VMware environments and most implementations
of Microsoft Clustering.

NOTE: Clustering relies on point-to-point connections. HA networking across
geographically distributed sites is not supported.

Figure 9-1 shows both a simple HA clustering setup by using a 40Gb Ethernet
connection between appliances and a mirroring configuration without clustering.

Figure 9-1. Simple HA Clustering

ION HA Cluster Application-Based Mirroring

| / Primary / Primary
§ / Data Center / Data Center
Apps F

apps P

‘;I'sze:r'-? ',:;I Hirror : - :
108 PO ' '

Figure 9-2 shows basic LUN access (exported volumes) in an HA configuration.
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Figure 9-2. LUN access in HA configurations
LUNO LUN 1

In this simplified example, Node 1 presents LUN O to the application, while Node 2
presents LUN 1to the application. All "write" operations to LUN O are synchronously
replicated to Node 2. All Writes to LUN 1 are synchronously replicated to Node 1. When
the replication is complete, the original node acknowledges the write by the
application.

Replication occurs over the 40Gb Ethernet interconnect between the two nodes, which
consists of two dual-ported ConnectX-3 adapters. In the event a node stops
functioning, all data will be available on the remaining active unit.

InfiniBand/SRP and iSCSI connections for HA

Both iSCSI and InfiniBand/SRP systems use dual-port ConnectX-3 cards for cluster
interconnections.

For HA systems, the two ports on the interconnect card are split — one port on each of
the two ConnectX-3 cards in slot 1 and slot 3 is used for the cluster interconnect, and
one is used for the fabric connection. For InfiniBand/SRP systems, two cards in slot 1
and slot 3 are automatically split at boot time by the Dell Acceleration Appliance for
Databases software, with the first port being put in InfiniBand mode and the second
port being put in Ethernet mode. (Mellanox requires that the first port on a split card be
in InfiniBand mode.)

See About DAAD first boot on page 13 for details and dialog boxes regarding cluster
setup, and refer to Split-function ports for InfiniBand/SRP and iSCSI on page 164 for
details on split-port configuration.

The Dell Acceleration Appliance for Databases does not enforce port-splitting for iISCSI
HA configurations (unlike InfiniBand/SRP HA configurations). To ensure maximum
availability for HA systems, your iSCSI configurations should split the ports on the two
cards in slot 1 and slot 3, using one from each card for the cluster interconnect.
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When cabling InfiniBand/SRP HA systems, configure the ports as explained here. The
cabling must match the port configurations.

ConnectX-3 card in slot 1 (if HA)
» Port1: InfiniBand/SRP
* Port 2: Cluster Interconnect
ConnectX-3 card in slot 2
* Port1: InfiniBand/SRP
» Port 2: InfiniBand/SRP
ConnectX-3 card in slot 3
* Port1: InfiniBand/SRP
* Port 2: Cluster Interconnect (if HA, otherwise InfiniBand/SRP)

Fabric and cluster interconnect cards

The photos here show common fabric and cluster interconnect cards, with ports
labeled. As you configure your Dell Acceleration Appliance for Databases HA system
refer to the port locations shownin DAAD configuration on page 163. This will ensure
that the optimal port connections are made for a high-performance HA configuration.
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Figure 9-3. QLogic QLE2562 Fibre Channel card (Dual-port)
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Multipathing overview

NOTE: For information about managing initiators, such as creating initiator
groups, or adding or deleting initiators, refer to the Dell Acceleration
Appliance for Databases GUI Guide or the Dell Acceleration Appliance for
Databases CLI Reference.

Supported network fabric and hosts

The Dell Acceleration Appliance for Databases supports Fibre Channel, InfiniBand/SRP,
and iSCSI network fabrics for initiators. Refer to the Dell Acceleration Appliance for
Databases Compatibility Guide, available at dell.com/support/home for complete
details on hardware compatibility, multipathing support, and the list of all operating
systems supported on the hosts connecting to DAAD.

About multipathing for Windows

Multipath I/0O (MPIO) establishes multiple routes and connections to a storage array, by
using redundant physical paths (adapters, cables, switches). That way, when a
component fails, an alternate 1/O path is used. Multipathing provides redundancy of I/O
paths and can improve overall system performance.

Before multipathing is installed, you see one drive for each path setup (so with two
paths, you see two drives). The Drive Properties dialog box now contains a multipath
tab, where you can set the load-balance policy.

To open the Driver Properties dialog box:

1 Click Start > Administrative Tools > Computer Management > Device Manager,
2 Right-click the disk that you want to add multiple paths to.
3 Select Properties.

105


http://www.dell.com/support/home

A Computer Management

File Action View Help

I IEEIDIE T

(A Computer Management (Local| | 4 2 w2k12dc
Fi '[[’___!- Systemn Tools [+ % Batteries
[ 'ﬂ‘.\-' Task Scheduler [ (M Computer
[ @ Event Viewer 4 = Disk drives
b+ z| Shared Folders —u FUSIOMIO 1OMN LUN SCSI Disk Device
[+ lZ?EﬁZI Performance g FUSIONIO 10N LUN SC3I Disk Device
s=h Device Manager = FUSIOMIO 1OMN LUN 5CSI Disk Device
4 =3 Storage — FUSIONIO IOMN LUN SC3I Disk Device
B }fl'_&/" Windows Server Backug (=] Update Driver Software...
) =7 Disk Management =] Dicable
I T Services and Applications Bl Disgp .
o b |,__.u DV Uninstall
b g IDE Scan for hardware changes
[; E E:I};‘ Prop?rties §
- Bl Monitors
I EF MNetwork adapters

NOTE: If you are using Fibre Channel, ensure that you have the latest HBA
driver installed before configuring multipathing.

Load-balance policies for MPIO
Here are some of the basic load-balance policies typically used with multipathing:

« Round-robin, subsets: Standby paths are used only if all primary paths fail.

NOTE: For Windows MPIO, the “round-robin with subsets” method is
required for HA configurations; for Windows standalone configurations,
round-robin or dynamic least queue depth methods may be used, with the
latter generally preferred.

« Failover: No balancing. Standby paths are used.
* Failback: I/O is rerouted to preferred path when available.
«  Round-robin: All available paths are used for balanced I/0.

« Dynamic least queue depth: I/O to path with fewest outstanding requests (in Linux,
this is queue-length). This enables multipathing to compensate for an unbalanced
load on the fabric. This may be advantageous for standalone configurations.

*  Weighted path: Paths are assigned priority weights.
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Configuring multipathing on Windows

Installing multipath on windows

When MPIO is installed, the Microsoft device-specific module (DSM) and the MPIO
Control Panel are also installed.

For more information about Windows MPIO settings, refer to
http:/blogs.msdn.com/b/san/archive/2011/12/02/updated-guidance-on-microsoft-
mpio-settings.aspx

NOTE: In Windows 2008 R2 SP2, disk I/O operations may fail even when
valid failover paths exist. To resolve this issue, apply the Microsoft hotfix
available at http://support.microsoft.com/kb/2752538/en-us

Installing MPIO in Windows Server 2008 R2
To add MPIO on a server running Windows Server 2008 R2,

1. Start Server Manager: Start > Administrative Tools > Server Manager
2. In the Server Manager tree, click Features.
3. In the Features section, click Add Features.

4. In the Add Features Wizard, on the Select Features page, select Multipath 1/0, and
then click Next.

5. On the Confirm Installation Selections page, click Install.
6. After the installation completes, on the Installation Results page, click Close.

7. When prompted to restart the computer, click Yes. After restarting, the computer
finalizes the MPIO installation.

8. Click Close.

Installing MPIO in Windows Server 2012 R2
To add MPIO on a server running Windows Server 2012 R2,

1. Start Server Manager: Start > Administrative Tools > Server Manager

2. In the Server Manager tree, click Add roles and Features.

3. Continue in the wizard to the Select Features section.

4. In the Features window, select Multipath 1/0, and then click Next.

5. On the Confirm Installation Selections page, click Install.

6. After the installation completes, on the Installation Results page, click Close.

7. When prompted to restart the computer, click Yes. After restarting, the computer
finalizes the MPIO installation.
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8. Click Close.

More information is available in the Microsoft Multipath I/0 (MPIO) User’s Guide for
Windows Server 20712 which is available at http:/www.microsoft.com/en-
us/download/details.aspx?id=30450.

Configuring multipath on Windows
The MPIO Control Panel enables you to:
e Configure MPIO functionality
* Install additional storage DSMs
» Create MPIO configuration reports
To configure Windows multipathing:
Click Start > Control Panel > Views list > Large Icons > MPIO.
2 On the User Account Control page, click Continue.
The MPIO Properties dialog box is displayed.

3 If you are using iSCSI, click the Discover Multi-Paths tab, and ensure that the Add
support for iSCSI devices is selected.

MPIO Properties -

| MPIO Devices Discover Multi-Paths | DSM Install l Configuration Snapshot _
SPC-3 compliant

Device Hardware Id

[] Add support for iSCSI devices
[] Add support for S&S devices

| Add
Others

Device Hardware 1d

oK Cancel
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4 Click the MPIO Devices tab.

This tab displays the hardware IDs (for example, FUSIONIOION LUN) of the devices
managed by MPIO, whenever they are present.

MFIO Propertics E

MFIO Devices | Discover Mult-aths | DSM Install | Configuration Snapshat |

To add support for @ new device, chck Add and enter the Yendor and
Product Ids as a siring of 8 characters followed by 16 characters, Multiple
Devices can be speafied using semi-colon as the delimiter,

To remove support for currently MPLO'd devices, select the devices and
then dick Remaove.

Devices:

Device Hardware Id |
FUSIONIOION LUN
Vendor 8Product 16

Add | Remove I

More about adding and removing MPIO support

5 To add a hardware ID,
a Click Add.

b Type the hardware ID, which is Vendor ID (eight characters), and type the
Product ID (16 characters).

c Click OK.
6 Click OK.
7 Click Storage >Server Manager >Disk Management.

109



8 Right-click the DAAD LUN to view its properties.

USTONTO TON LUN Multi-Path Disk Device Properties * I

General | Policies | Volumes  MPIO | Diver | Detail |
Select the MPIO policy: | Round Fobin With Subset =l
Descioh
The round robin with subset policy executes the round robin policy only
on paths designated as active/optimized. The non-active/optimized
paths will be tied on a round-+obin approach upon failure of all
active/optimized paths.
DSM Name: |Mcmaﬁ e T Detzils |
This device has the following paths:
Path Id |FathSate | TPG.. | TPG State | Wei. =
77060006 Active/Optimi.. 257 Active/Optimi... [ ]
T7060007 Active/Optimi.. 257 Active/Optimi...
T50006 Active /Optimi... 257 Btive Optimi .. =
T B |L|J
To edt the path settings for the MPIO polcy, select &
path and click: Edt. e |
To apply the path settings and selected MPID policy, el |
click Aoty Aipel]
Mare information about MPID policies
ok | concet |

9 Click MPIO Policy on the MPIO tab, ensure that Round Robin With Subset is
selected.
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10 Click Details to view the DSM Details dialog box.

—General Information
D5M Name: IMcrusuﬂ DSM T
DSM Version: |s.1.75u1. 17965
D5M Context: |frﬁrraan313c45m
Timer Courtters

Paath Wexify Perid- I-m— [# Path Verify Enabled
Retry Count: I 3 Reiry Interval: | 1
PDO Remove Period: |4S

More information about DSM detais

oK I Cancel

1 Ensure that the Path Verify Enabled check box is selected.
12 Click OK to close each dialog box, until prompted to restart the system.
i properties g 0000

Rebont Required

BP0 Devices. | Descover MulsPaths | od

¥, rebodk b redured U complate the operation, Feboot Now?
5P -3 compllant

=T

13 If you are running in standalone mode, click Yes to restart, and then go to
Discovering multipaths on page 112.

14 If you are running in HA mode, click No at the reboot prompt, as there more tasks
to be completed.
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15

16

17

Use regedit to edit the Registry with the following changes:

HKLM\SYSTEM\CurrentControlSet\services
\Disk\TimeOutValue = 60 secs
\mpio\Parameters\UseCustomPathRecoverylnterval = 1

NOTE: If you are using Fibre Channel, use the 30-second interval shown
below; if you are using iSCSI, set the interval to 5:

\mpio\Parameters\PathRecoverylnterval = 30 secs

For the QLogic 25xx HBA (Fibre Channel), make the following changes in the
driver, by using the QLogic CLI or GUI in Windows:

QLogic Port Link/Down Timeout = 15 secs

QLogic Port Retry/Down Timeout = 15 secs

Or if you are using Emulex drivers with Fibre Channel, make the following changes:

Emulex LinkTimeout = 15 secs
Emulex NodeTimeout = 60 secs

Restart the Windows system.

Discovering multipaths

To discover multipaths that exist in your configuration:

1

Ensure that multiple instances represent the same Logical Unit Number (LUN)
through different paths. Hardware IDs for those devices are displayed for use with
MPIO.

Add a second initiator to a volume.

With multipath running, open a disk management tool, such as Windows Disk
Manager.

View the volume from the initiator and ensure that only one volume shows up.
(Before installing multipath, the volume would show up twice).

Configuring iSCSI initiators for Windows

The instructions in this section apply to multipathing for Windows Server 2008 R2 and
Windows Server 2012.

12

NOTE: Each initiator iSCSI port should be in a separate subnet that is the
same as that of the target iSCSI port.

NOTE: Ensure that the default port 3260 for iSCSI is not blocked by a
firewall.



Standalone mode

1

4

Ensure that the following Windows hot fix module and settings are applied:
http://support.microsoft.com/kb/2752538/en-us

Use regedit to disable the delayed ACK in the registry:

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\<Interfac
e GUID>\TcpAckFrequency = 1

To create this registry setting:

a Right-click in the interface you are using for iSCSI.

b Select a new DWORD 32-bit value.

¢ Name the new value TcpAckFrequency.

d Setthevaluetol.

Increase the reconnect retries value in the registry as follows:

HKLM\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-BFC1-
08002BE10318}\<Instance Number>\Parameters\PortalRetryCount = ffffffff

Set the registry values and restart the system.

HA mode

1
2
3
4

7

Complete the tasks 1 through 3 in the procedure for Standalone mode on page 113.
Click Control Panel > MPIO > Add Device Hardware ID.

Specify the device as FUSIONIOION LUN.

Use regedit to set the timeout value to 60 seconds:
HKLM\SYSTEM\CurrentControlSet\services\Disk\TimeOutValue = 60 secs

Use regedit to set the custom path recovery interval to 1:

HKLM\SYSTEM\CurrentControlSet\services\mpio\Parameters\UseCustomPathRecovery
Interval = 1

Use regedit to set the path recovery interval to 5 seconds:

HKLM\SYSTEM\CurrentControlSet\services\mpio\Parameters\PathRecoverylnterval
= 5 secs

Set the registry values and restart the system.

Setting up iSCSI in Windows

For the example used in this configuration, the following items must be noted:

The Windows 2008 R2 initiator has an iSCSI card that uses IP addresses
192.168.10.125 and 192.168.11.125.

The target is the Dell Acceleration Appliance for Databases in HA mode. Each node
has a card installed and configured for iISCSI. The IP addresses are 192.168.10.8 and
192.168.11.8 for the first node, and 192.168.10.9 and 192.168.11.9 for the second node.

The Dell Acceleration Appliance for Databases volume of 100 GB is used, with LUNs
already created and presented to the Windows initiator.
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To set up iISCSI in Windows:

1

Click Start > Administrator Tools > iSCSI Initiator.

2 Login to each target port and click Quick Connect.

14

Targets |Disc0very I Faworite Targets | Wolumes and Devices I RaDIUS I Configuration I

r—Quick Connect

To discover and log on to a target using a basic connection, kype the IP address or
DNS name of the target and then click Quick Connect,

Target: 192,165,108 Quick Conmeck. .. I

r—Discovered targets

Refresh |

Discovered Targets (Targets Tab)

15051 Initiator Properties

i5CSI Initiator Properties E

After you successfully log in to all four targets, the discovered targets are displayed.

Targets |Discnvery I Faworite Targets I volumes and Devices I RADIUS I Configurakion I

 Cuick Connect

To discover and log on bo a targek using a basic connection, bype the IP address ar
DS name of the target and then click Quick Connect,

Target: I | Guick Commeck, ., |

 Discovered bargets

Refresh |

Mame | Status I
ign. 2007-0Z2 . com. fusionio:sn, Zmz 324 06F v ethd Connected
ign. 2007-02 .com.Fusionio:sn. 2m2324 060 ethS Connected
ign, 2007-02 com.fusionio: sn, 2mz 324 06Fw; ethe Connected
ign. 2007-02. com.fusionio:sn, 2mZ 324 06Fw;eth? Connected




Target Portals (Discovery Tab)

i5CSI Initiator Properties X

. Targets Discowery | Fawvorite Targets I Yolumes and Devices | RADILS I Configuration |

—Target portals

The system will look For Targets on Following portals:

Address | Port | Adapter | IP address |
192,165,108 3260 Drefault Default
192,168,109 S260 Default Default
192.168.11.8 3260 Default Default
192.165.11.9 3260 Drefault Default

To add a target portal, click Discover Portal, Discover Porkal,.. |
To remove a target portal, select the address above and FEEE |
then click Remaove,

Favorite Targets Tab

i5CSI Initiator Properties E

-Targets I Discovery Favorite Targets |VOIumes and Devices | RADILS I Configuration I

The iSCSI initiskor service ensures that all volumes and devices on a Favorite target are
available, An attempt to restore connections ko kargets listed here will be made every
time this computer restarts.

To add a target b this lisk wou must use the default selection of “Add this connection ta
the list of Favorite Targets" or use the "CQuick Connect” option,

Faworite targets: Refresh |

Mame I
ign. 2007 -0z, com, fusionio:sn, 2mz 324 06w ethd
ign. 2007 -0, com.Fusionio:sn. 2m2 324 06F v eths
ign. 2007-02, com.fusionio!sn, 2m232406fw etht
ign, 2007-02, com. fusionio:sn, 2mz 324 060w eth7?
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3 To view the LUN discovery in Server Manager, open the Disk Management volume

list. Disk 1in the example here shows the discovered volume formatted and
partitioned as drive E:

E,; Server Manager

File  Action View Help

e FmEERSE

_5.1_-,' Server Manager (WIN-63CUTEFOLE

Disk Management

5" Rales -
Ei:j Features Yiolume Layout | Type | File System | Status

= i Diagnastics [N ()] Simple  Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary
@ Event Yiewer —wMNew Yolume (E:)  Simple  Basic NTFS Healthy {Primary Partition)

3) Performance @ Syskem Reserved  Simple  Basic  NTFS
=y Device Manager
Configuration
Storage

ﬁ Storage Manager for SANs

Healthy {System, Active, Primary Partition)

= & 1l
=22

&,‘ windows Server Backup LJ.DiSk o
= Dk : Biasic System Resery || {C:)
1=} Disk Managemen 149,01 GB 100 ME NTFS 148,91 GB NTFS
Orline Healthy (System, ||Healthy {Boot, Page File, Crash Dump, Primary Parti
| L_iDisk 1 —|

4 To see the discovered LUN as an MPIO multipath configuration disk device, with
two active and two standby paths, right-click Disk 1 and click Properties.

FUSIONIO ION LUN Multi-Path Disk Device Properties

-Genemll F'oliciesl Yolumes  MPIO |Driver | Detailsl

Select the MPIO policy:  [Round Robin With Subset =l
r— Description

The round robin with subset policy executes the round rabin palicy only
on paths designated as active/optimized. The non-active/optimized
paths will be trizd on a round-robin approach upon failure of all
activesoptimized paths.

DEM Mame: IMicrosoftDSM Details |

This device has the following paths:

Fath Id [ Pathstate [ TPG.. [ TPG State [ wiei. |
77030001 Standby 2305 Standby

77030003 Standby 2305  Standby

7030000 Active/Optimi... 2049 Active/Dptimi...

Fr030002 Active/Optimi.. 2049 Active/Optimi...

To edit the path zettings for the MPIO policy, select a Edit |
path and click Edit.

To apply the path settings and selected MPIO0 policy, Aol |
click Apply.

More information about MPI0 policies

oK | Cancel |
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Creating Windows initiators in DAAD

1

From DAAD (Stand-Alone or HA), create an initiator group:

inigroup:create W2K8

Id W2K8

Parent

Initiators []

UUID 79f7b844-5bbf-11e3-acce-0015178fbcl0

2 For each target, create an initiator. The examples below are for four iISCSI targets in

the Dell Acceleration Appliance for Databases HA:

initiator:create -a W2K8 ign.1991-05.com.sga.microsoft:win-
ru3kmomgOov#192.168.10.8 win_1

id win_ 1

UUID ign.1991-05.com.sqga.microsoft:win-ru3kmomqOov#192.168.10.8

Protocol iSCSI
Discovered Talse
Initiator Group 79f7b844-5bbf-11e3-acce-0015178fbc10

initiator:create -a W2K8 ign.1991-05.com.sga.microsoft:win-
ru3kmomqOov#192.168.11.8 win_2

id win_2

UUID ign.1991-05.com.sqga.microsoft:win-ru3kmomqOov#192.168.11.8

Protocol iSCSlI
Discovered Tfalse
Initiator Group 79f7b844-5bbf-11e3-acce-0015178fbc10

initiator:create -a W2K8 ign.1991-05.com.sga.microsoft:win-
ru3kmomqOov#192.168.10.9 win_3

id win_3

UUID ign.1991-05.com.sga-microsoft:win-ru3kmomgOov#192.168.10.9

Protocol iSCSI
Discovered Tfalse
Initiator Group 79f7b844-5bbf-11e3-acce-0015178fbcl0

admin@ionr8i48/> initiator:create -a W2K8 iqn.1991-
05.com.sqga.microsoft:win-ru3kmomgOov#192.168.10.9 win_4

id win_4

UUID ign.1991-05.com.sqga-microsoft:win-ru3kmomqOov#192.168.11.9

Protocol iSCSI
Discovered false
Initiator Group 79f7b844-5bbf-11e3-acce-0015178fbcl0

17



Configuring multipathing on Linux
Installing MPIO on Linux

The basic components for Linux multipathing are:

« dm_multipath kernel module — Reroutes |/O, supports failover for paths & path
groups.

* mpathconf utility — Configures and enables device mapper multipathing

* multipath command — Lists & configures multipath devices. Start with
/etc/rc.sysinit or udev when a block device is added.

* multipathd daemon — Monitors paths; as paths fail and come back, it may initiate
path group switches. Provides for interactive changes to multipath devices. This
must be restarted for any changes to the Zetc/multipath.conf file

* kpartxcommand — Creates device mapper devices for the partitions ona device.
Use this command for DOS-based partitions with DM-MP. The kpartx is provided in
its own package, but the device mapper-multipath package depends on it.

For specific installation information about Oracle Linux 6.4 and RHEL 6.4+ see the
MPIO installation sections later in this guide.

The basic steps for installing DM Multipath are listed here:

1 Install device-mapper-multipath RPM.
2 On OL 6.4 or RHEL, run mpathconf --enable to enable multipathing.

3 If necessary, edit the multipath.conf configuration file to modify default values and
save the updated file.

4 Start the multipath daemon.

Common mpathconf settings
Here are some common multipathing configuration settings:

mpathconf --find_multipaths y
mpathconf --with_module y
mpathconf --with_module y

Configuring multipathing in HA mode

To configure multipathing on the host node in the Dell Acceleration Appliance for
Databases HA environment, use the multipath.conf file:

NOTE: These instructions apply to OL 6.4 and RHEL 6.4 and later.

1 Complete the tasks in the first line of the code about copying the file.
2 Follow the uncomment instructions near the end of the file.
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3 Restart multipathd as indicated on the first line of the multipath.conf file:
# copy this file to /etc/multipath.conf and restart multipathd

defaults {
user_friendly_names yes
queue_without_daemon no
¥
devices {
device {
vendor "FUSIONIO™
features "3 queue_if _no_path pg_init_retries 50"
hardware_handler "1 alua"
path_grouping_policy group_by_prio
path_selector ""queue-length 0"
failback immediate
path_checker tur
prio alua
# Uncomment if using FC. Do not use for SRP and iSCSI
#fast_1o_fail_tmo 15
#dev_loss_tmo 60
}
3

Configuring standalone multipathing with host-based mirroring

To configure multipathing with RAID/LVM/ASM (host-based mirroring) in a standalone
Dell Acceleration Appliance for Databases environment, use the multipath.conf file:

NOTE: These instructions apply to OL 6.4and RHEL 6.4 and later.

1 Complete the tasks in the first line about copying the file.
2 Follow the uncomment instructions at the end of the file.

19



3 Restart multipathd as indicated on the first line.
# copy this file to /Zetc/multipath.conf and restart multipathd

defaults {
user_friendly_names yes
queue_without_daemon no
}
devices {
device {
vendor "FUSIONIO"
features "o
hardware_handler "1 alua"
path_grouping_policy group_by prio
path_selector ""queue-length 0"
fai lback immediate
path_checker tur
prio alua
no_path_retry 3
# Uncomment if using FC. Do not use for SRP and iSCSI
#fast_i1o_fail_tmo 15
#dev_loss_tmo 60
}
}
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Configuring multipathing for Oracle VM Server

To configure multipathing to run on Oracle VM Server, add a device entry in the
multipath.conf file. Near the bottom of the multipath.conf file, in the devices section
append the following lines:

device {
vendor "FUSIONIO™
features "3 queue_if_no_path pg_init_retries 50"
hardware_handler "1 alua”
path_grouping_policy group_by prio
path_selector ""queue-length 0"
failback immediate
path_checker tur
prio alua

# Uncomment if using FC. Do not use for SRP and iSCSI

#fast_io_fail_tmo 15
#dev_loss_tmo 60
n

NOTE: Ensure that the closing bracket "}" for the devices section follows the
closing bracket of the section you just added.

Restarting multipathing

If your multipath configuration changes, you may need to restart multipathing, as in this
example:

# multipathd -k

multipathd> reconfigure

ok

multipathd> show config

multipathd> exit

When using the show config command, search through the output and ensure that it
matches what was entered in Zetc/multipath.conf.

If the restart is not successful, you can try running the following commands:

# multipath -F

# service multipathd stop

# service multipathd start

// confirm the new settings are used for existing multipath devices

# multipath —11

(See Creating RHEL initiators for DAAD on page 124 for sample multipath —11 output.)
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Setting the node session timeout for iSCSI

If you are using the iSCSI protocol, you need to set the
node.session.timeo.replacement_timeout value. This should be done for both HA and
standalone systems.

NOTE: This should not be done while applications are using the iSCSI| or dm-
multipath devices.

The node.session.timeo.replacement_timeout setting controls the time a path is tried
before it is failed. When using dm-multipath, a value of 15 seconds is safe. If your
applications require faster failovers, you may need to set the value lower, such asto 5
seconds.

To set this value so it can be used for both current and new sessions:

1 Edit the Zetc/iscsid.conf file and set an appropriate value for
node.session.timeo.replacement_timeout.

2 Log out of current sessions by running iscsiadm -m session —u.

3 Set the replacement timeout for currently discovered portals, as follows:
iscsiadm -m node -0 update -n node.session.timeo.replacement_timeout -v 15

4 Log in to the targets again:

iscsiadm -m node -T target -p IP -1

Linux SCSI initiator notes

When using Linux SCSI initiators with the Dell Acceleration Appliance for Databases
consider the following:

e The SCSI H:C:l:L address assigned by a Linux initiator system consists of four
components: Host, Channel, Target ID, and LUN. Of these components, only the
LUN number is assigned by the Dell Acceleration Appliance for Databases system.
The other three components are assigned by the initiator system.

* An HBA reset (caused by the host being reset or the sg_reset command being run)
can cause the first three components of an H:C:l:L address to change.

« An HBA reset can cause a new /dev/sd* device node to be assigned to a path.

« A LUN rescan initiated by the rescan-scsi-bus.sh script changes neither the H:C:l:L
SCSI address nor the /dev/sd* device node assigned to a path.
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Setting up Linux iSCSI initiators

For the example used in this configuration, the following items must be noted:

¢ The Red Hat Linux initiator has an iSCSI card that uses IP addresses 192.168.10.119
and 192.168.11.119.

¢ The target is the Dell Acceleration Appliance for Databases in HA mode. Each node
has a card installed and configured for iSCSI. The IP addresses are 192.168.10.8 and
192.168.11.8 for the first node, and 192.168.10.9 and 192.168.11.9 for the second node.

* The Dell Acceleration Appliance for Databases volume of TO0GB is used, with LUNs
already created and presented to the Linux initiator.

NOTE: Each initiator iSCSI port should be in a separate subnet that is the
same as that of the target iSCSI port.

Discovering DAAD volume

By running the targets command in the CLI, you can view the targets as seen from the
HA side of the Dell Acceleration Appliance for Databases system.

targets -dt --cluster

ionr8i48:

Id |JUuulD |Protocol |Enabled]State
eth4]ign.2007-02.com.fusioni\]iSCSI | true |Online Jo:sn.2m232406fv:eth4 |||
eth5]ign.2007-02.com.fusioni\]iSCSI | true |Online Jo:sn.2m232406fv:eth5 |||
ionr8i49:

Id |JuulD |Protocol |Enabled]State
eth6]ign.2007-02.com.fusioni\]iSCSI | true [Online Jo:sn.2m232406fw:eth6 |||
eth7]ign.2007-02.com.fusioni\]iSCSI | true |Online Jo:sn.2m232406fw:eth7 |||

Discovering DAAD target portals from RHEL initiators

To see all the target portals that are discovered, you can run the iscsiadm command at
the CLI:

# discsiadm -m discovery -t st -p 192.168.10.8

192.168.10.8:3260,1 ign-2007-02.com.fusionio:sn.2m232406fv:eth4

# iscsiadm -m discovery -t st -p 192.168.10.9

1 92.168.10.9:3260,1 iqn.2007-02.com.fusionio:sn.2m232406fw:eth6

# discsiadm -m discovery -t st -p 192.168.11.8

192.168.11.8:3260,1 ign.2007-02.com.fusionio:sn.2m232406fv:eth5

# discsiadm -m discovery -t st -p 192.168.11.9

192.168.11.9:3260,1 ign.2007-02.com.fusionio:sn.2m232406fw:eth7
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# iscsiadm -m node -P1
Target: 1gn.2007-02.com.fusionio:sn.2m232406fw:eth6
Portal: 192.168.10.9:3260,1
Iface Name: default
Target: 1gn.2007-02.com.fusionio:sn.2m232406fw:eth7
Portal: 192.168.11.9:3260,1
Iface Name: default
Target: 1gn.2007-02.com.fusionio:sn.2m232406fv:eth5
Portal: 192.168.11.8:3260,1
Iface Name: default
Target: 1gn.2007-02.com.fusionio:sn.2m232406fv:eth4
Portal: 192.168.10.8:3260,1
Iface Name: default

The following example logs in to each target portal:

# iscsiadm -m node -T ign.2007-02.com.fusionio:sn.2m232406fw:eth6 -p
192.168.10.9 -1

# iscsiadm -m node -T ign.2007-02.com.fusionio:sn.2m232406fw:eth7 -p
192.168.11.9 -1

# iscsiadm -m node -T iqn.2007-02.com.fusionio:sn.2m232406fv:eth5 -p
192.168.11.8 -1

# iscsiadm -m node -T iqn.2007-02.com.fusionio:sn.2m232406fv:eth4 -p
192.168.10.8 -1

# iscsiadm -m session

tcp: [5] 192.168.10.9:3260,1 ign.2007-02.com.fusionio:sn.2m232406fw:eth6
tep: [6] 192.168.11.9:3260,1 ign-2007-02.com.fusionio:sn.2m232406fw:eth7
tep: [7] 192.168.11.8:3260,1 ign.2007-02.com.fusionio:sn.2m232406fv:eth5
tcp: [8] 192.168.10.8:3260,1 ign.2007-02.com.fusionio:sn.2m232406fv:eth4

Creating RHEL initiators for DAAD

1 At the CLI, run the following to create an initiator group:
inigroup:create RHEL
Id RHEL
Parent
Initiators []
UUID 29f1007e-1751-11e3-8482-0015178Ffbc10
2 For each target, create an initiator. The examples here are for four iSCSI targets
from the Dell Acceleration Appliance for Databases HA:

initiator:create -a RHEL ign.1994-05.com.redhat:595862111da4#192.168.10.8
rhel_1

id rhel_1
UUID ign.1994-05.com.redhat:595862111da4#192.168.10.8
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Protocol 1iSCSlI
Discovered Tfalse
Initiator Group 29f1007e-1751-11e3-8482-0015178fbc10

initiator:create -a RHEL ign.1994-05.com.redhat:595862111da4#192.168.11.8
rhel_2

id rhel 2

UUID ign.1994-05.com.redhat:595862111da4#192.168.11.8
Protocol 1iSCSI

Discovered false

Initiator Group 29f1007e-1751-11e3-8482-0015178fbc10

initiator:create -a RHEL ign.1994-05.com.redhat:595862111da4#192.168.10.9
rhel_3

id rhel_3

UUID ign.1994-05.com.redhat:595862111da4#192.168.10.9
Protocol iSCSI

Discovered false

Initiator Group 29f1007e-1751-11e3-8482-0015178fbcl10

initiator:create -a RHEL ign.1994-05.com.redhat:595862111da4#192.168.11.9
rhel_4

id rhel_4

UUID ign.1994-05.com.redhat:595862111da4#192.168.11.9
Protocol iSCSI

Discovered false

Initiator Group 29f1007e-1751-11e3-8482-0015178Fbc10

The DAAD LUN is now discovered with a MPIO multi-path configuration disk device,
with two active and two enabled paths:

# multipath -11
mpathag (26538623635336336) dm-3 FUSIONIO, ION LUN
size=93G features="3 queue_if_no_path pg_init_retries 50" hwhandler="1 alua“
wp=rw
|-+- policy="queue-length 0" prio=130 status=active
| |- 11:0:0:0 sdd 8:48 active ready running
| - 12:0:0:0 sde 8:64 active ready running
“—+- policy="queue-length 0" prio=1 status=enabled
|- 9:0:0:0 sdb 8:16 active ready running
- 10:0:0:0 sdc 8:32 active ready running
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Utilizing full bandwidth of a 10 Gbs Ethernet link

To utilize the full bandwidth of a 10 Gbs Ethernet link, the iISCSI protocol requires you to
set up multiple sessions. Follow these steps to set up multiple sessions:

a A NN o
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Configure Zetc/multipath.conf so that multipathd controls at least two iISCSI LUNSs.
Start multipathd.

Change the parameter node.session.nr_sessions in Zetc/iscsid.conf from 1to 4.
Trigger an iSCSI logout and login.

Verify the multipath -11 output and look up which /dev/dm-<n> node corresponds
with which iSCSI LUN.

Use the /dev/dm-<n> device nodes for communication over iSCSI| with the ION
system.



Mounting a file system on a LUN
during boot

In order to mount a file system on top of the Dell Acceleration Appliance for Databases
LUN during Linux system boot time, complete the following tasks:

1

Determine the SCSI ID of the Dell Acceleration Appliance for Databases LUN. This is
the number shown between parentheses in the output of multipath -1 that starts
with the digit 2. For example:

# multipath -1

26164613638323832 dm-0 FUSIONIO, ION LUN

size=34G features="3 queue_if_no_path pg_init_retries 50" hwhandler="0" wp=
rw

“—+- policy="queue-length 0" prio=0 status=active

- 17:0:0:0 sdc 8:32 active undef running

23630313437393135 dm-1 FUSIONIO, ION LUN

size=31G features="3 queue_if_no_path pg_init_retries 50" hwhandler="0" wp=
rw

“—+- policy="queue-length 0" prio=0 status=active

- 17:0:0:1 sdd 8:48 active undef running

Add an entry in Zetc/fstab for that LUN and use the noauto option so the entry is
skipped during boot time. For example:

/dev/disk/by-id/dm-uuid-mpath-23165353937623137 /mnt auto noauto O O

Add a script in Zetc/init.d that waits until multipathd has detected the LUN and
then mounts the filesystem. See Script for Mounting the file system on page 127.

Make the system run during startup and shutdown. For example:
chkconfig mount-ion-filesystems on

Script for Mounting the file system

#1/bin/sh
##4# BEGIN INIT INFO

Provides: mount-ion-filesystems
Required-Start: multipathd
Required-Stop: multipathd
Default-Start: 2 3 4 5
Default-Stop: 0 1 6

Description: Mount ION File Systems
### END INIT INFO

### BEGIN CHKCONFIG INFO

# chkconfig: 2345 13 87

# description: Mount ION File Systems
### END CHKCONFIG INFO

B oHoHHH R

timeout=120

usage() {
echo
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echo "Usage: “basename $0° {start]stop]restart]status}"”

echo
return 2

}

is_ion_lun(Q) {
[ "${1#/dev/disk/by-id/dm-uuid-mpath-}" 1= "$1" ]
}

luns_exist() {
grep -v """ /etc/fstab |

while read dev mountpoint vfstype options freq passno;

is_ion_lun "$dev"” && [ ! -e "$dev” ] && return 1
done
return O

}

mount_luns() {
grep -v """ /etc/fstab |

while read dev mountpoint vfstype options freq passno;

is_ion_lun "$dev" && fsck -n "$dev'" && mount "'$dev"
done

}

unmount_luns() {
grep -v """ /etc/fstab |

while read dev mountpoint vfstype options freq passno;

is_ion_lun "$dev" && umount "$dev"
done

}

start() {

for i in $(seq $timeout); do
luns_exist && break

sleep 1

done

mount_luns

}
stop() {

unmount_luns

}

case "$1" in

start) start;;

stop) stop;;

restart) stop; start;;
status) ;;

*) usage;;

esac
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Configuring DAAD with ESXi initiators

The following sections describe how to configure ESXi initiators to work with DAAD.

Configuration procedure: Mixed sub-storage

This section explains how to set up ESXi 5.1 and ESXi 5.5 initiators to work with the Dell
Acceleration Appliance for Databases, if your system has other storage subsystems that
do not allow MPIO to run in Round-Robin mode.

NOTE: If your only storage system is Dell Acceleration Appliance for
Databases, skip to Configuration Procedure: ION Accelerator Only.

To change the MPIO policy for each ESX LUN (DataStore) in the system:

1 Select the ESXi host you want to modify and click the Manage tab at the upper-
right corrner.

Click Storage > Storage Devices and click the LUN you want to modify.

In the Properties pane, click Edit Multipathing to obtain the paths that are in use.
Under the Policy section, select Round Robin from the drop-down menu.

Click Change to apply the change in path policy.

Click OK to close the dialog box

7 Repeat steps 2-6 for each LUN.

Complete the configuration by performing the steps found in Completing the
configuration on page 130.

O 0o A NN

Configuration procedure: DAAD only

This section describes the tasks to set up ESXi 5.1 and ESXi 5.5 initiators to work with
the Dell Acceleration Appliance for Databases if it is the only storage subsystem.

1 Before presenting DAAD volumes to the ESXi initiator, set a storage global policy
on each ESXi initiator in-use by running the following command. This ensures that
the default path policy for ALUA based storage is set to Round-Robin.

~ # esxcli storage nmp satp set --default-psp=VMW_PSP_RR
--satp=VMW_SATP_ALUA

The default PSP for VMW_SATP_ALUA is now VMW _PSP_RR.
2 Restart the ESXI initiators for the policy to take effect.
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3 Ensure the settings by running the following command:
~ # esxcli storage nmp satp list

Name Default PSP Description

VMW_SATP_ALUA  VMW_PSP_RR Supports non-specific arrays that use the ALUA
protocol

Completing the configuration

Following the recommendations in the Setting Up Storage section in the Del/
Acceleration Appliance for Databases GUI Guide, create the storage profile, volumes,
and initiator groups. The initiators will come from ESXi hosts.

1 Present the volumes to the initiator group.

NOTE: Dell recommends that all the initiators from each of the ESXi cluster
nodes are part of one Initiator Group. Also, users can dynamically add
initiators to an already existing initiator group. This results in the newly
added initiators gaining access to the volume(s).

After the configuration is complete on the Dell Acceleration Appliance for Databases
appliance and the volumes are presented to the ESXi nodes, you need to run a rescan
to discover the FUSIONIO volumes.

2 In the vSphere GUI, log in to an ESXi host.
3 Click ESXi Host > Configuration > Storage Adapters.
4 Select the initiator .
5 Right-click the initiator (vmhba), and then click Rescan.
. Configuration ! Alarms ! Permissions Storage Yiews ! Hardware Status
Storage Adapters
Device | Type W
Patsburg 6 Port SATA AHCI Controller
& vmhban Elock SCST
& vmhbaiz Block SCS1
& vmhba33 Block SCS1
& vmhbadd Block SC3I
& vmhbais Elock SCSI
& vmhbais Elock SCST
ISP2532-based 8Gb Fibre Channel to PCI Express HBA
E:} vmhbaz Fibre Channel Z0:00: 024 EF Ao caed0 21000024 fF1 60 ca: dd
& vmhba3 Fibre Channel 20:00:0 Rescan HifFi6cicandl
&) vmhbat Fibre iZhannel 20:00:0 Properties... 4 fFiecicad?
&) vmhbas Fibre Channel 20:00:0 R 4 fFi6cicads
Emove
Smart Array P420i
& vmhbal Elock SCST h
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The FUSIONIO disks now appear in the Details section of the Configuration screen:

Corfiguration

Storage Adapters add.. Remove  Refresh  Rescan Al
Device | Tvpe N
Patsburg 4 port SATA IDE Controller
@ vmhbao Black SCS1
(& vmhba3z Block SCS1
15P2532-hased 8Gb Fibre Channel to PCI Express HBA
@ vwhbaz Fibre Channel : a1:e821:00:00:24:F:66:a1:28
| © vmhba3 Fibre Channel 20:00:00:24ifF:66:a1:29 21,00:00:24 i aliell |
@ vmhbat Fibre Channel 1ea21:00:00:24:F:66:al 22
@ vwhbas Fibre Channel :00:00:24:fF:66: a1 :eb 21:00:00:24:Ff 66 a1 b
Smark Array P420i
@ vmhbal Elock 5C51
Details
wmhba3
Model:  15PZ532-based 8Gh Fibre Channel to PCI Express HEA
WA :00,00:24:FF:66: 129 21:00:00:24:fF :66:al:08
Targets: 4 Devices: 13 Paths: 28
View: [Devices Paths |
Name » | Tdenifier [ Runtime Name | Operational State | LUM [ Tvpe Drive Type [ Transpare (]
FUSIONIO Fibre Channel Disk (dot22_rdm_v2) EUL3234338533666530 vmhbaZ:CO:TOLE  Mounked 3 disk Hon-55D Fibre Channel
FUSIONIO Fibre Channel Disk (dot22_vmfs_v1) £01.3863633061383765 x Mounted 1 disk Non-55D Fibre Channel
FUSIONIO Fibre Channel Disk (=ui,3138613234306136)  eui 4306136 Mourted 1 disk MNon-55D Fibre Channel
FUSIONIO Fibre Channel Disk (v 436665132) e 4366631 Mourted 1z disk Hon-55D) Fibre Channel
FUSIONIO Fibre Channel Disk (e0i, 3436373932363533)  £U1.343637393236 Mounted a disk Non-55D Fibre Channel
FUSIONIO Fibre Channel Disk (eui 6131656664666130)  =ui.6131656664666130 Mourted 2 disk MNon-55D Fibre Channel
FIIJSION[O Fibre Channel Disk (evi.6 ei.63373 +C0:TO: Mourked 13 disk | Hon-55D) Fibre Channel _,j
4 >

6 Repeat this procedure (steps 5-7) for all HBAs.

7 When the FUSIONIO volumes are discovered, ensure that the path policy is set to
Round Robin.

138613234306136) Manay|

—Policy
Path Selection: [Reund Rabin trare) =l Change
Storage Array Type: HW_SATR_ALLIA

- Paths
Runtime Name Target LUN | Status | Preferred |
vmhba3:CO:TILI]  20:00:00:24:FF:67:29:7d 21:00:00:24:ff:67:29:7d 11 Stand by |
vmhba3:CO:TOLIL  20:00:00:24:FF167:29: 7 2110000, 241 FF67:2917C 11 Stand by
vmhbaz:CO:T1:L11 F161 21:00:00:24:F:67:5F61 11 @ | Active (1/0)
vmhbaz:CO:TOLIL  20:00:00:24:FF:67:5F:60 21:00:00:24:F:67:5F 60 11 @ | Active (1/0)

Refresh

Marme: fe.20000024FF66a1859:21000024ff66a1e9-Fc, 20000024FF67297d: 21000024FF6 7297 d-201, 31 3661 32343061 36,
Runkirne: Marme: wmhba3CO:T1:LIL

Fibre Channel -
Adapter: 20:00:00:24:fF:66:a1 129 21:00:00:24:fF:66:a1 129
Target: 20:00:00:24:fF:67:29:7d 21:00:00:24:FF167:29:7d

8 Repeat this verification procedure for every ESXi host in the configuration.
To obtain the EUI (Extended Unique Identifier), run the following commands:
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# esxcli storage core device list

# esxcli storage nmp satp generic deviceconfig set -d eui.3863633861383765 -c=
disable_alua_followover

At this point, the configuration is complete, and the volumes are ready to be used as
VMFS datastores or raw device mappings.

NOTE: To view the EUI in the Dell Acceleration Appliance for Databases, run
volumes -dt --display-flavor vmware

Issues with automatic failback

When all initiator links or all target links fail, workload failover occurs. If the initiator
links or the target links are then restored, the Round Robin policy does not perform an
automatic failback. Because of the failure of the automatic failback, the system load is
unbalanced.

The following explanation about failback policy is taken from the VMware ESX manual
(https:/pubsvmware.com/vsphere-50/index.jsp?topic=
%2Fcom.vmware,vcli.examples.doc_50%2Fcli_manage_storage.6.5.html):

From the VMware ESX manual (vSphere 5 Command Line Documentation > vSphere Command-Line Interface Documentation > vSphere Command-Line Interface
Concepts and Examples > Managing Storage > Managing Path Policies — hitp://pubs .vmware com/vsphere-50/index.jsp?
topic=%2Fcom.vmware.vcli.examples doc_50% 2Fcli_manage_storage.6.5.html):

Path Policy Effects

Policy Active/Active Array Active/Passive Array

Most Administrator action is required to fail back after  Administrator action is required to fail back after path failure.

Recently path failure.

Used

Fixed VMkemel resumes using the preferred path when VMkemel attempts to resume by using the preferred path. This action can cause path thrashing
connectivity is restored. or failure when another SP now owns the LUN.

Round Robin | Mo fail back. MNext path in round robin scheduling is selected.

To manually restore the configuration of volumes back to its original path, the Manual
failback procedure on page 132 must be followed as described here to rebalance the
load.

Manual failback procedure

NOTE: Before proceeding with manual failback, ensure that all paths have
been re-established.

1 Determine the LUNs that do not have the same Current and Preferred Owner by
running the CLI command:

luns —dt —cluster

The Owner/Pref column must display the same node for each LUN. The example here
shows different results in this column.

admin@/> luns -dt
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Id Block|Target/Device Num | Conn Ini Group|Initiators Cwner/Pref

4fgb9efa-d856-11e2-374|512b |21:00:00:24:££:67:28:7c |0 21:00:00:24:ff:66:al:28 |dot2Z esx|21:00:00:24:ff:66:al:20 |IONrlidd

a6-90bllc06e%28-LUNO dot22 rdm vl 21:00:00:24:ff:66:al:e8 |IONrli4ds

2 Determine the volume name for that particular LUN, and determine the USN for the
volume by running the CLI volumes —dt command.

Id ouID Capacity Device Ti0 Id USH Pool Status Read Written|Nodes

dot22_rdm vl |bRleXB-3ZMx-zm¥\|200.00 GB /fdev/drbd0 |cd765853-dot22 rdm vl |cd765853 |RATDO POOL|Connected |0.00 GB|0.00 GB|IONrli44
5-fEMH-4rTa-e¥z\ I0Nrli45s

3-03cYL1

3 List the EUIs for FUSIONIO volumes on ESXi host:

~ # esxcli storage nmp device list
eui .6364373635383533
Device Display Name: FUSIONIO Fibre Channel Disk (dot22_rdm_v1)
Storage Array Type: VMW_SATP_ALUA
Storage Array Type Device Config: {implicit_support=on;explicit_support=

on; explicit_allow=on;alua_followover=on;{TPG_id=257,TPG_state=STBY}{TPG_id=
513,TPG_state=A0}}

Path Selection Policy: VMW_PSP_RR

Path Selection Policy Device Config: {policy=rr,iops=1000,bytes=
10485760, useANO=0; lastPathIndex=2: NumlOsPending=13,numBytesPending=851968%}

Path Selection Policy Device Custom Config:
Working Paths: vmhba3:C0:TO:LO, vmhba3:CO:T1:LO
Is Local SAS Device: false
Is Boot USB Device: false
4 Map the USN of the volume to the EUI in the VSphere GUI. You can use the CLI
command volumes -dt --display-flavor vmware to do this. For example:
admin@IONr1n45/> volumes -dt --display-flavor vmware

Id |Capacity |T10/USN/EUI | Pool | Status |Read/Write|Nodes
v12 |]300.00 GB |T10]ab0c4aa3-v12 | raidO_pool |Connected |R]0.00 GB
| IONr1n44

| JUSN|abOc4aa3 | | |W]0.00 GB

| IONrin45 11

| |EU116162306334616133 | | | |
admin@I0ONriln45/> luns -dt

Id | Status|Device|Target | Ini
Group|] Initiators(*=Active) |Owner/Pref
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4d929f3c-ebdd-11e3-b7\|Active|oel _vm]|21:00:00:24:FF:67:29:7c ]Jesx_clus
]21:00:00:24:ffF-66:al:e8 |I10Nr1ln45

98-90b11c06€928-LUNO |512b |#0 | |
]21:00:00:24:ffF:-6c:ca:d3 |
| | | |
]21:00:00:24:fFfF:-6c:ca:d2* |
| | | |

]21:00:00:24:ffF:66:al:ea* |

5 On the vSphere GUI, navigate to the ESXi node and then click Configuration >

Storage Adapters.
Select the desired vmhba number.
In the View section, click Devices to view the FUSIONIO volumes.

6
7
8 Select the volume and right-click Manage Paths.
9 Click Disable Current Active Path.

0

1 Re-enable the disabled path.
' |J--_T,J FUSIONIO Fibre Channel Disk {dot21_rdm_v1} Manage Paths
—Paolicy
Path Selection: IRound Robin (¥Mware) j Chamge |
Storage Array Type: VMW _SATP_ALUA
—Paths
Runtime Mame Target | Lury | Status | Preferred |
wmhbaz:C0iTL LG 20:00:00:24:FF:67:29:7d 21:00:00:24:Ff:67:29:7d 6 Active (If0) |
' wmhbaz:C0: TOLG 20:00:00:24:FF:67:29: 70 21:00:00: 24:FF:6 Disable Bickive (IO
' winhba3:C0:TOILG 20:00:00:24:ff67:5F:60 21:00:00:24:ff:163 Preferred |Stand b
] wmhbadiC0TL LG 20:00:00:24:FF:67:5F:61 21:00:00: 24:FF:63 Copy path ko dipboard ptand by

Refresh |

MName: fc.20000024FFaccad0: 21000024FF6ocad0-Fo, 20000024fF67297d: 2100002467297 d-eui, 64 363664 33353165
Runtime Mame: wmhbaz! CO:T1ILE

Fibre Channel
Adapter: 20:00:00:24:fF:6c:ca:d0 21:00:00: 24 FF:6c:ca:d0
Targek: 20:00:00:24:fF67:29:7d 21:00:00:24:FFi67:29: 7d

i Close I Help
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Disabling VAAI functionality in ESXi

VAAI (vStorage APIs for Array Integration) should be disabled when running the Dell
Acceleration Appliance for Databases with ESXi. This avoids issues with responses to
VAAI primitives.

To disable VAAI, complete the tasks outlined in this article:

http:/kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=
displayKC&externalld=1033665

Configuring ESXi initiators with iSCSI

HA configuration
1 Set the default PSP for ALUA SATP to VMW_PSP_RR (round robin):

esxcli storage nmp satp set --default-psp VMW_PSP_RR --satp VMW_SATP_ALUA
2 To apply this setting to LUNs that have already been discovered, restart the system.

Setting up an ESXi initiator
For this example, the following assumptions are made:

¢ The ESXi 5.1 initiator has a dual-port, 10GbE Emulex NC552SFP card installed and
configured for iSCSI, with IP addresses of 192.168.10.100 and 192.168.11.100.

* The target is the Dell Acceleration Appliance for Databases HA system.

¢ Each HA node has a dual-port 10GbE Intel 82599EB card installed and configured
for iISCSl at 192.168.10.45, 192.168.11.45 first node, and 192.168.10.46 and 192.168.11.46
second node.

¢« The Dell Acceleration Appliance for Databases volume of 50GB with LUNs has
been created and presented to the ESXi 5.1 initiator.

The following iSCSI information is reported from the ESXi host, after successful
installation of the proper driver for the iISCSI adapter:

~ # esxcli network nic list |grep Emulex

vmnic4 0000:007:00.0 be2net Up 10000 Full 44:1e:al:17:49:18 1500
Emulex Corporation NC552SFP 2-port 10Gb Server Adapter

vmnic5 0000:007:00.1 be2net Up 10000 Full 44:1e:al:17:49:1c 1500
Emulex Corporation NC552SFP 2-port 10Gb Server Adapter

To set up the initiator:
1 Open the vSphere Client/VMware Infrastructure (VI) Client or vCenter Server.

2 Ensure that you have a separate vSwitch for iSCSI. (All iSCSI entries can be
grouped into one vSwitch.)
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3

Add VMKernel and Management Console ports and identify them with appropriate
IP addresses.

fusionio.com ¥Mware ESXi, 5.1.0, 1065491 | Evaluation {31 days remaining)

Virtual M: es | Reso

Summary o= g T = Configuration

Pracessors

Advanced Settings
Power Management

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virbual Machine StartupfShutdown
Virtual Machine Swapfile Location
Security Profile

Hast Cache Canfiguration
System Resource Allocation
Agent ¥M Settings

Advanced Settings

wmnkd + 10,60,34,100
Fean: adba:dbff:fel 7: 7466

Standard Switch: vSwitchl

Wkemel Part
3 wikernel
ikl ¢ 192.168.10.100

Standard Switch: vSwitch2

“Mkemel Port
3 Wikernel 2
k2 © 192.168.11.100

Hardware Yiew: wSphere Standard Switch
Health Status Networking Refresh  Add Metwaorking...  Properties...

Memary Standard Switch: vSwitchi Remove... Properties...
Storage Wirtusl Machine Pont Group Physical Adpters

v Metworking 3 M Nstwork, [oX o B vmnico 1000 Ful G2
Storage Adapters whkemel Port
Metwork, Adapters 3 Management Metwork 2

Remaove... Properties...

Physical Adapters
o B vmnic4 10000 Ful 3

Remaove... Properties...

Physical Adapters
o B vmnicS 10000 Ful G2

4 Ensure that the iSCSI targets are reachable from the ESX host by using ping or

vmkping:

~ # ping 192.168.10.45
PING 192.168.10.45 (192.168.10.45): 56 data bytes

© 0 N O U

10
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64 bytes from 192.168.10.45:
64 bytes from 192.168.10.45:

icmp_seq=0 ttl=64 time=0.254 ms
icmp_seqg=1 ttl=64 time=0.133 ms

~ # ping 192.168.10.46

PING 192.168.10.46 (192.168.10.46): 56 data bytes

64 bytes from 192.168.10.46: icmp_seqg=0 ttl=64 time=0.271 ms
64 bytes from 192.168.10.46: icmp_seqg=1 ttl=64 time=0.138 ms

Assuming that the Dell Acceleration Appliance for Databases has been set up with
initiator groups, initiators, volumes, and LUNs available to the ESX initiator, you can
log in to each target portal.

Log in to vCenter Server.

Click the ESX host and click Configuration.
Click Storage Adapters.

Click the iSCSI VMHBA to be modified.
Click Properties.

Click Advanced.

On the dialog box that is displayed, disable DelayedAck and set Login Timeout to
30 seconds.



12 On the Storage Adapters section, click the iSCSI Software Adapter.
13 On the Details pane, click Properties.

14 On the General tab, click Configure and click Enabled.

15 Click OK. The Status is enabled, and the iSCSI name has a valid IQN.

You can now configure the iSCSI array to use the IQN you have just created. Generally,
you also need to assign storage to the ESX host from the array:

1 Click the Dynamic Discovery tab and click Add.

2 Inthe Add Send Targets Server section, add the iSCSI array IP addresses to the
iSCSI Server field and click OK.

3 After the iSCSI Server is added, click Close.

The General tab for the iSCSI Initiator shows the iSCSI properties and initiator status:
I [5iSCSI Initiator (vmhba33) Properties Hi=]

General | Metwark Configuration I Drynarmnic Discavery I Static Discovety I
—ISCSI Propetties

Mame: ign. 1998-01 ., cann.vmware:localhost-360fde 19
Alias:

Target discovery methods:  Send Targets, Stakic Target

— Software Initiskor Properties
Status: Enabled

The Dynamic Discovery tab shows locations from where the iSCSI targets can be
discovered.
(=x1iSCSI Initiator {vmhba33) Properties H=] E3
" General | Network Configuration  Dynamic Discovery |Static Discavery |
Send Targets

Discover iSCSI targets dynamically from the Following locations (IPw4, IPv6, host name):

15CST Server Location |
192.168.10.45:3260
192,168.11.45:3260
192,168.10.46: 3260
192,168.11.46: 3260

4 Rescan the ESX host storage in the Storage Adapters section.
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5 After the rescan completes, click the iSCSI initiator to see information about the

SAN array, and one or more targets.
The disk device is discovered:

Details
vmhba33 Propetties...
Model: i5CS1 Software Adapter
iSCSI Marne: ign. 1998-01.com. vmware:localhost-360fde19
ISCST Alias:
Connecked Targets: 4 Devices: 1 Paths: 4
¥iew: |Devices Paths
Mame | Runtirne Marme | Operational State Drive Type | Type Transport Capacity | Owner
FUSIOMIC iSCSI Disk {eul, 32663064 35333061) wmhba33:C0:TO:L0 Mounted Non-550 disk 15CaT 46.57 GB NMP

Multipath information about the two Active and two Standby paths is also displayed:

Details

vmhba33

Model: i5CSI Software Adapter

iSCSI Mame: ign.1998-01.com.vmware:localhost-360Fde19

i5CSI Alias:

Connected Targets: ¢ Devices: 1 Paths: 4
Yiew: Devices | |Paths
Runtirne Marne | Targek LM | Skatus |
wmhba33:C0:T3L0  ign.2007-02,com. fusionio:sn,s11295123400053:eth3: 192, 168.11,46: 3260 1] & Active (IjO) |
wmhba33C0:T2L0  ign.2007-02,com. fusionio:sn,s11295123400053:eth1: 192, 168, 10,46: 3260 o @ Active
wmhba33C0:TLL0  ign.2007-02,com. fusionio:sn,s11295123312693:2th3: 192, 168,11,45: 3260 o Stand by
wmhba33C0:TOL0  ign.2007-02,com. fusionio:sn,s11295123312693:eth1: 192, 168,10,45: 3260 o Stand by
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Setting up InfiniBand/SRP initiators

NOTE: Although this section is primarily intended for HA mode, you can also
use these instructions to configure standalone systems.

Installing the multipath daemon

In order to set up InfiniBand/SRP initiators, you must install and configure the multipath
daemon. For assistance, contact support at dell.com/support/home.

Installing the InfiniBand/SRP software stack

After having installed and configured the multipath daemon, you need to install the
InfiniBand/SRP software packages. The names of some of these packages vary
between Linux distributions. Examples are provided for RHEL 6 and OL 6

Table 9-1. Infinband packages that need to be installed

Package RHEL6/0OL6

InfiniBand core rdma
Mellanox ConnectX user space driver libmIx4
Mellanox firmware tool mstflint
InfiniBand Subnet Manager opensm
InfiniBand diagnostic tools infiniband-diags
ibutils
perftest
SRP tools srptools
PCI tools pciutils
SCSI tools Isscsi
sg3_utils

The InfiniBand/SRP configuration files can be found in the following locations:
Table 9-2. Locations of InfiniBand/SRP configuration files

RHEL6 / OL 6

InfiniBand/SRP core /etc/rdma/rdma.conf
opensm /etc/rdma/opensm.conf
SRP daemon /etc/srp_daemon.conf

SRP kernel module  Zetc/modprobe.d/ib_srp.conf
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Configuring InfiniBand/SRP

Here are the configuration changes you need to make for InfiniBand/SRP:

1
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Set SRP_LOAD=yes and MLX_LOAD=yes in the InfiniBand/SRP core configuration file
/etc/rdma/rdma.conf.

When using an unmanaged InfiniBand/SRP switch, or when not using an
InfiniBand/SRP switch at all, configure the GUID of the port over which opensm
should run in the opensm configuration file. (An unmanaged switch is a switch
without subnet management functionality.)

NOTE: A subnet manager in an InfiniBand switch and opensm provide the
same functionality: InfiniBand subnet management. Running a single subnet
manager is sufficient. If multiple subnet managers are active in the same
subnet one of them will be the master and the others slaves. If the master
fails one of the slaves will become the new master. In other words, enabling
multiple subnet managers provides redundancy. However, there is also a risk
associated with enabling multiple subnet managers, namely that an incorrect
configuration can cause one subnet manager to reassign all the LIDs.
Reassigning LIDs is a disruptive operation in an IB network because it causes
ongoing communication to fail until all IB connections have been
reestablished by the software that uses the IB network.

If the SRP daemon must not automatically log in to all SRP targets, modify the SRP
daemon configuration file accordingly.

Performance can be improved by increasing the maximum SRP scatter/gather list
size. To do this, create the file Zetc/modprobe.d/ib_srp.conf. This configuration will
go into effect the next time the SRP initiator is loaded.

echo options ib_srp cmd_sg_entries=255 > /etc/modprobe.d/ib_srp.conf
modprobe -r ib_srp

modprobe ib_srp

cat /sys/module/ib_srp/parameters/cmd_sg_entries

Ensure that the InfiniBand/SRP HCAs are visible on the PCI bus:

# Ispci | grep Mellanox

02:00.0 Network controller: Mellanox Technologies MT27500 Family [ConnectX-
3]

Ensure that the number of PCle lanes assigned to the HCA will allow it to operate at
full speed. To do this, compare the LnkCap and LnkSta parameters in the Ispci
output:

# Ispci -vv | sed -rne "/Mellanox/,/"$/ s/"~["[:blank:]]|LnkSta: |LnkCap:/&/p"
02:00.0 Network controller: Mellanox Technologies MT27500 Family [ConnectX-
3]

LnkCap: Port #8, Speed 8GT/s, Width x8, ASPM LOs, Latency LO unlimited, L1
unlimited

LnkSta: Speed 5GT/s, Width x8, TrErr- Train- SlotClk+ DLActive- BWMgmt-
ABWMgmt-
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n

Ensure that the InfiniBand/SRP HCA firmware is up to date:

# lIspci | grep Mellanox | while read a b; do echo ==== $a; mstflint -d $a
query; done

==== 0000:06:00.0

Image type: ConnectX

FW Version: 2.11.500

Rom Info: type=PXE version=3.4.142 devid=4099 proto=VPI

Device ID: 4099

Description: Node Portl Port2 Sys image
GUIDs: 0002c90300a05de0 0002c90300a05del 0002c90300a05de2
0002c90300a05de3

MACs: 0002c9a05de0 0002c9a05del

Board ID: (MT_1090120019)

VSD:

PSID: MT_1090120019

==== 0000:07:00.0

Image type: ConnectX

FW Version: 2.11.500

Rom Info: type=PXE version=3.4.142 devid=4099 proto=VPI

Device ID: 4099

Description: Node Portl Port2 Sys image
GUIDs: 0002c90300a04250 0002c90300a04251 0002c90300a04252
0002c90300a04253

MACs: 0002c9a04250 0002c9a04251

Board ID: (MT_1090120019)

VSD:

PSID: MT_1090120019

Ensure that the InfiniBand/SRP HCAs are recognized by their kernel driver. For
example:

# (cd Zetc/init.d; if [ -e ./rdma ]; then ./rdma start; else ./openibd start;
fi)

# Is /sys/class/infiniband

mIx4_0 miIx4_1

If necessary, start opensm and wait until it has configured the fabric. For a small
fabric, configuration finishes less than twenty seconds after opensm starts.

(cd /Zetc/init.d; if [ -e ./opensm ]; then ./opensm start; else ./opensmd
start; fi)

Check which nodes can communicate with each other over the fabric, as follows:

# iblinkinfo
CA:ionr7i43mix4_2:

0x0002c90300a4f4d1l 6 1[ ] ==( 4X 10.0 Gbps Active/ LinkUp)==> 1
35[ 1 "MFO;switch-62F0f2:SX60XX/U1" ( Could be FDR10)

0x0002c90300a4f4d2 7 2[ ] ==(C 4X 10.0 Gbps Active/ LinkUp)==> 1
36[ ] "MFO;switch-62F0f2:SX60XX/U1" ( Could be FDR10)

Check the fabric status:
# ibdiagnet -r

[ ---

-1- Stages Status Report:
STAGE Errors Warnings
Bad GUIDs/LIDs Check 0 (0]

141



Link State Active Check
General Devices Info Report
Performance Counters Report
Partitions Check

IPolB Subnets Check

Subnet Manager Check

Fabric Qualities Report
Credit Loops Check
Multicast Groups Report

12 Ensure that the initiator system can communicate with the InfiniBand/SRP target
systems in the same subnet:

# for d in /dev/infiniband/umad*; do echo

==== SRP target ports reachable via $d; srp_daemon -oacd$d; done

==== SRP target ports reachable via /dev/infiniband/umadO
id_ext=0002c90300a38490, ioc_guid=0002c90300a38490,dgid=
Fe800000000000000002¢c90300Fc3211, pkey=FfFff,service_id=0002c90300a38490
id_ext=0002c90300a4f4d0, ioc_guid=0002c90300a4f4d0,dgid=
fe800000000000000002¢c90300Fc3221, pkey=Ffff,service_id=0002c90300a4f4d0
id_ext=0002c90300a38490, ioc_guid=0002c90300a38490,dgid=
fe800000000000000002¢c90300a34a31, pkey=Ffff,service_id=0002c90300a38490
id_ext=0002c90300a38490, ioc_guid=0002c90300a38490, dgld—
fe800000000000000002c90300a38491, pkey=FFFF,service_id=0002c90300a38490
id_ext=0002c90300a38490, ioc_guid=0002c90300a38490, dgld—
fe800000000000000002c90300a38492, pkey=FFFFf,service_id=0002c90300a38490
id_ext=0002c90300a4f4d0, ioc_guid=0002c90300a4f4do, dgld—
fe800000000000000002¢c90300a4f4cl, pkey=FfFff,service_id=0002c90300a4f4d0
id_ext=0002c90300a414d0, ioc_guid=0002c90300a4f4d0,dgid=
Fe800000000000000002c90300a4f4d1, pkey=FfFff,service_id=0002c90300a4f4d0
id_ext=0002c90300a4f4d0, ioc_guid=0002c90300a4f4d0,dgid=
fe800000000000000002c90300a4f4d2, pkey=Ffff,service_id=0002c90300a4f4d0
==== SRP target ports reachable via /dev/infiniband/umadl
id_ext=0002c90300a38490, ioc_guid=0002c90300a38490,dgid=
fe800000000000000002c90300Fc3211, pkey=FFFF,service_id=0002c90300a38490
id_ext=0002c90300a4f4d0, ioc_guid=0002c90300a4f4do, dgld—
fe800000000000000002¢c90300Fc3221, pkey=Ffff,service_id=0002c90300a4f4d0
id_ext=0002c90300a38490, ioc_guid=0002c90300a38490,dgid=
Fe800000000000000002¢c90300a34a31, pkey=Ffff,service_id=0002c90300a38490
id_ext=0002c90300a38490, ioc_guid=0002c90300a38490,dgid=
fe800000000000000002c90300a38491, pkey=Ffff,service_id=0002c90300a38490
id_ext=0002c90300a38490, ioc_guid=0002c90300a38490,dgid=
Fe800000000000000002¢c90300a38492, pkey=Ffff,service_id=0002c90300a38490
id_ext=0002c90300a414d0, ioc_guid=0002c90300a4f4d0,dgid=
fe800000000000000002c90300a4f4cl, pkey=FfFff,service_id=0002c90300a4f4d0
id_ext=0002c90300a4f4d0, ioc_guid=0002c90300a4f4d0,dgid=
fe800000000000000002¢c90300a4f4d1, pkey=FfFff,service_id=0002c90300a4f4d0
id_ext=0002c90300a4f4d0, ioc_guid=0002c90300a4f4d0,dgid=
Fe800000000000000002¢c90300a4f4d2, pkey=FfFff,service_id=0002c90300a4f4d0

13 After the entire IB stack is working, run chkconfig to make the InfiniBand/SRP core,
opensm, and SRP tools start automatically.

# for s In rdma openibd opensm opensmd srpd; do [ -e Zetc/init.d/$s ] && echo
==== $s && chkconfig $s on; done
# chkconfig --list | grep -E "rdma]openib]opensm|srpd”

[ejeoloNooloNoNe o]
[ejeoloNoNoloNoNeoNa]
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opensm O:off 1:0ffF 2:on 3:-on 4:on 5:on 6:0ff
rdma 0:off 1:off 2:on 3:on 4:on 5:on 6:0fFF
srpd O:off 1l:off 2:on 3:on 4:0n 5:on 6:0ff

Installing the IB_SRP-BACKPORT package

After you have installed the InfiniBand/SRP components, you need to install the
ib_srp-backport_RPM.

About ib_srp-package.rpm

CAUTION! Dell does not support the use of any InfiniBand OFED packages
for Linux. You should only use the InfiniBand stack provided by your Linux
vendor with all of the available kernel updates applied.

In addition, Dell recommends installing and using the following third-party ib_srp-
backport package for faster failover times and higher performance:

https://github.com/bvanassche/ib_srp-backport

This package provides the source code for making two kernel modules:
scsi_transport_srp.ko and ib_srp.ko. The updates in the ib_srp-backport package are
in newer Linux kernel versions (3.11+). These changes should be available in updated
releases of major Linux distributions such as Red Hat Enterprise Linux (RHEL) 6 and
beyond.

The driver source code, including the procedure for generating a binary RPM is available
on the website. The contents of the binary .RPM not only depend on the operating
system version (for example, RHEL 6.4+) but also on the kernel updates that have been
installed. Thus, as with many different kernel modules, a new build of the ib_srp-
backport .RPM must be created and installed after each kernel update.

Installation
To install the ib_srp-backport .RPM

1 Run the following commands as a non-privileged user:
$ rpmbuild --rebuild ib_srp-backport-*_.src.rpm
$ (cd $(rpm --eval "%{ topdir}")/RPMS/$(uname -m) && Find -name "ib_srp-
backport*.rpm® )
./ib_srp-backport-3.10.0-123.20.1.el7.x86_64-2.0.29-1.x86_64.rpm
./ib_srp-backport-3.10.0-123.20.1.el7.x86_64-debuginfo-2.0.29-1.x86_64.rpm
2 Obtain root privileges and install the generated RPM. For example:

rpm -U $(rpm --eval “%{ topdir}")/RPMS/$(uname -m)/ib_srp-backport-*_rpm
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Separating IPolB from SRP traffic

Although a single HCA port can run IPolB and SRP communication simultaneously, it is
possible to separate IPolB from SRP traffic. An effective way to separate these two
communication protocols is to use a different IB partitions for each protocol. An IB
partition is a set of ports that are allowed to communicate with each other. Each
partition is identified by a 15 bit number which is called a P_Key. A single IB port can be
a member of more than one partition at the same time. Communication between two IB
ports is only allowed if both are member of the same partition. This means that defining
disjoint partitions for the IPoIB and SRP ports will separate these two traffic types.

Since the IB subnet manager controls which IB port is member of which IB partition
configuration of partitions happens through the subnet manager. Instructions for how
to configure partitions when using OpenSM as subnet manager can be found in
http://git.openfabrics.org/?p=~halr/opensm.git;a=blob;f=doc/partition-config.txt
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Troubleshooting

The procedures in this section can be used to troubleshoot issues that may be
encountered with the DAAD.

After node restore, initiators may not connect
correctly

If a single node in a cluster is restored, the initiators that were previously connect to it
do not connect correctly to the preferred node. This is because the UUID of the node
volume is different after restore, and the initiators need to be reconfigured to see the
volume correctly.

After the node has been restored, run the following command from any initiators that
are not connecting to the correct preferred node: multipath -r

Login Failure With RHEL Initiators

When using RHEL's gqlogic gla2xxx driver, the initiator may fail to log in to the target.
When this happens, disk failure messages will appear in /var/log/messages.

To resolve this issue, use the gla2zxxx module parameter on the initiator side:

modprobe gla2xxx gl2xasynclogin=0

To have this setting used automatically, create the Zetc/modprobe.d/gla2xxx.conf file
and add the following line:

options gla2xxx ql2xmaxqdepth=2

If gla2xxx is loaded during boot time, run mkinitrd (or dracut —F on RHEL 6.x) to pick
up the changes.

Oracle Linux 6.3 issues

When running Oracle Linux 6.3, OpenSM and srptools may encounter problems. The
following error may be displayed:

# srp_daemon -oaev >/dev/null
26/07/13 12:49:01 : umad_open_port failed for device miIx4 0 port 1

The reason is that neither the OpenSM package nor the srptools package works on an
unmodified Oracle Linux 6.3 system.

To resolve this issue:
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1 Add the following code to the end of the /lib/udev/rules.d/50-udev-
default.rules file:

# InfiniBand

KERNEL==""umad*"", NAME=""infiniband/%k"
KERNEL==""issm*"", NAME=""infiniband/%k"
KERNEL==""uverbs*', NAME=""infiniband/%k"
KERNEL==""ucm*"*, NAME=""infiniband/%k""
KERNEL==""uat", NAME=""infiniband/%k"
KERNEL==""ucma', NAME="infiniband/%k"
KERNEL==""rdma_cm", NAME="infiniband/%k""

2 Run the following command to restart rdma:
# /etc/init.d/rdma restart

3 Wait for a few seconds after rdma has restarted, and then run the following
commands to ensure that the changes have solved the issue:

# srp_daemon -oac
# opensm

OpenSM and srptools will now start as expected.

Linux cleanup after LUN removal

Linux does not automatically clean up after the Dell Acceleration Appliance for
Databases LUN removals. For RHEL or OL, the required steps for LUN removal are
described here:

https://access.redhat.com/site/documentation/en-
US/Red_Hat_Enterprise_Linux/6/html/Storage_Administration_Guide/removing_devic
es.html

For all distros, before running multipath —f, run the following command:

dmsetup message mpathXYz O "fail_if_no_path"
where mpathXYZ is the name of the device.

LUN O deletion problems in Oracle VM

When deleting LUN O, Oracle VM runs certain multipath commands that create a
multipath device for the deleted LUN O device. This results in invalid multipath devices
and Oracle VM HCL failures.

When using Oracle HCL:

1 Add the following to the Zetc/multipath.conf file:

blacklist {
wwid 23565323633313765

}
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2

Restart multipathd, if it is running. This prevents the multipath tools that come with
Oracle HCL from making a multipath device when there is no LUN O.

Network manager and UDEYV issues with RHEL 6.4+

Problem

When using the Mellanox ConnectX-3 driver, mIx4_en, in RHEL, the Network Manager
and udev tools incorrectly reset and set up the network devices. This results in the
network devices being renamed or incorrectly shut down, and possibly incapable of
receiving frames.

Solution

Network Manager must be disabled, and one of the udev rules must be modified, as
follows:

1

Complete the tasks listed at this Red Hat link to stop the Network Manager service:
https://access.redhat.com/site/documentation/en-
US/Red_Hat_Enterprise_Linux_OpenStack_Platform/3/html/Installation_and_Con
figuration_Guide/Disabling_Network_Manager.html

Ensure that the Network Manager service is stopped by running the service
command:

service NetworkManager stop

Ensure that the Network Manager service is disabled at startup by using the
chkconfig command:

chkconfig NetworkManager off

Open each interface configuration file on the system in a text editor. Interface
configuration files are found in the /Zetc/sysconfig/network-scripts/ directory.
They have names of the form ifcfg-X, where X is replaced by the name of the
interface. Valid interface names include eth0, p1p5, and eml.

In each configuration file, ensure that the NM_CONTROLLED configuration key is set to
no and the ON_BOOT configuration key is set to yes.

NM_CONTROLLED=no
ONBOOT=yes

Ensure that the network service is started by using the service command:

service network start
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7 Ensure that the network service is enabled at startup by using the chkconfig
command:
chkconfig network on

To prevent udev from creating duplicate eth-X entries in /etc/udev/rules.d/70-
persistent-net.rules, modify the following udev rule:

In:

/1lib/udev/rules._d/75-persistent-net-generator._rules
Add this line:

DRIVERS=="mlIx4_core", ENV{MATCHDEVID}=""", ENV{MATCHIFTYPE}="""

NOTE: When udev is updated, this line must be re-added.

Handling configuration changes

After volumes have been added, deleted, or resized, it is important to rescan LUNs on
each affected initiator system. The most convenient way to rescan LUNs is by running
the rescan-scsi-bus.sh script. For example:

# rescan-scsi-bus.sh --forcerescan

Scanning SCSI subsystem for new devices and remove devices that have disappeared
Scanning host 34 for SCSI target IDs 01 2 345 6 7, all LUNs Scanning for
device 34 0 0 0 ...

OLD: Host: scsi34 Channel: 00 Id: 00 Lun: 00 Vendor: FUSIONIO Model: ION LUN Rev:
3243 Type: Direct-Access ANSI SCSI revision: 05 O new device(s) found. O
device(s) removed.

CAUTION! Failure to rescan LUNs after having reduced the size of a volume
may lead to data loss.

Informing the multipath daemon of resized devices

After a multipath device is resized on Linux and a rescan is done, the multipath daemon
needs to be informed of the change. To do this, run the following commands:

# multipathd -k"resize map <your_multipath_device>"

Tips for resizing devices with multipathing

To resize a device, you must first resize it on the target/Dell Acceleration Appliance for
Databases side, and then on the initiator side. For RHEL 6.X and OEL 6.X, follow the
steps out lined in the Red Hat Storage guide:

https://access.redhat.com/site/documentation/en-
US/Red_Hat_Enterprise_Linux/6/html/Storage_Administration_Guide/online-iscsi-
resizing.html
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Resolving path failures during multipathing scans

If a path fails while multipathd is scanning the path UID, then multipathd does not
recognize that path until it is rescanned explicitly. To ensure whether multipathd failed
to add one or more paths, run the following command:

# echo show paths | multipathd -k | grep faulty
388:0:0:10 sdit 68:432 1 undef faulty running orphan
388:0:0:11 sdlu 68:448 1 undef faulty running orphan

You can also force multipathd to reconsider faulty paths, as follows:

# echo reconfigure | multipathd -k
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Application tuning

This section outlines best practices for using the Dell Acceleration Appliance for
Databases with Oracle and Oracle ASM.

Oracle implementation best practices

After configuring the Dell Acceleration Appliance for Databases, export the Dell
Acceleration Appliance for Databases volumes to the Oracle nodes (standalone or
RAC).

Install Oracle with the “database binary” (software-only) option.

Run the Oracle synthetic benchmark tool Orion to measure IOPS and bandwidth on
DAAD volumes with various workloads (OLTP, DSS, RAID). You can also use the FIO
tool to benchmark these performance categories.

Ensure that the Orion/FIO performance statistics approximate the theoretically
possible performance of the hardware setup (HBAs on the target, initiator, and
ioMemory device).

Install Oracle Grid Infrastructure. Configure the database and run the read only
ioCalibration tool to determine the IOPS, MBPS, and latency of the setup.

Record your performance statistics. These will serve as the baseline for the setup if
application performance issues are noted during workload tests.

Configure NUMA and HugePages for Oracle.

ASM best practices

ASM limits the LUN size to 2TB or less, so the Dell Acceleration Appliance for
Databases volumes should be created no larger than that. (This restriction applies
to Oracle grid and database versions older than 12.1.0.1. Please refer to the
administrative guide for your database version for further details.)

An ASM diskgroup can be created using one or multiple Dell Acceleration
Appliance for Databases volumes. For better performance, Dell recommends that
you create fewer ASM diskgroups on more Dell Acceleration Appliance for
Databases volumes.

Use the 512B sector size when exporting volumes to initiators. If you need to export
LUNs with a 4KB sector size, use Oracle or third-party-provided ASMLIB support
packages. ASMLIB support is now available for RHEL 6.x. For details, click

http://www.oracle.com/technetwork/server-storage/linux/asmlib/rhel6-
1940776.html
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*  You may also need to use the _disk_sector_size override parameter to overcome
an Oracle ASM diskgroup creation error.

« ASM distributes data on all the ASM disks in the disk group. A diskgroup can be
created with an option for NORMAL REDUNDANCY (two-way mirroring), HIGH
REDUNDANCY (three-way mirroring) or EXTERNAL REDUNDANCY (no mirroring).
For the Dell Acceleration Appliance for Databases, no significant performance
differences have been observed between these ASM mirroring options.

* Itis generally advisable to use the default TMB allocation unit (AU) size. For larger
(3TB+) databases, the AU size can be increased to 4M or 8M.

¢ |f more than two DAADSs are used (without HA options), then by carefully creating
ASM diskgroup mirroring options can avoid outages due to the rare scenario of
DAAD node/component failures. For example, if you have three sets of DAAD
volumes from three different DAAD nodes and all part of a HIGH redundancy
mirroring option, then losing two DAADs completely would still make the
application function without errors (assuming there is enough free disk space for
the database transactions).

Exporting LUNSs to initiators

In RAC, Dell recommends that you have separate, small Dell Acceleration Appliance for
Databases volumes for Oracle cluster voting disks, with Normal or High redundancy
ASM mirroring. Optionally, versions 11gR2 and 12c support voting disks as part of
regular ASM diskgroups. Careful planning is needed here to avoid Oracle RAC node
evictions.

For Oracle RAC configuration, Dell recommends that you have one initiator group for all
participating Oracle initiator nodes. This will greatly decrease the time spent in LUN-

mapping.

If you are planning to assign LUNSs to various initiators, you should create the initiator
groups individually.

Because LUN mappings include the target/initiator port addresses, Dell recommends
that you tag the cables and ports. This helps in reconnecting to the same ports if the
direct-connected cables need to be removed or exchanged.

ASM storage configurations

The configurations that follow are variations that may serve your particular storage
needs, using Oracle ASM and the Dell Acceleration Appliance for Databases.

HA mode, one diskgroup

One large ASM diskgroup can be created with External Redundancy, which means no
mirroring is done by ASM. Here is the basic procedure:

1 Place all the Dell Acceleration Appliance for Databases storage from both the HA
nodes into one ASM diskgroup called DATA.
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2 Have Oracle write the OCR and Voting Disk files to DATA, which gets passed
through to the underlying LUNs on the Dell Acceleration Appliance for Databases.

The HA implementation of the Dell Acceleration Appliance for Databases takes care of
creating the redundant copies.

Standalone mode

In standalone mode, Oracle ASM can be used with Normal Redundancy. The procedure
uses the first two steps in HA mode, one diskgroup on page 152.

A variation is to use ASM High Redundancy for the OCR and Voting files, and Normal
Redundancy for the database files. To do this:

3 Create a 1GB partition on n LUNs from each Dell Acceleration Appliance for
Databases node (where n is 6 divided by the number of nodes).

4 Put those 6 partitions into an ASM diskgroup named CRS with High Redundancy.
5 Put all of the remaining storage into the DATA diskgroup with Normal Redundancy.

Standalone mode: Storing OCR and voting files

When using ASM (not Dell Acceleration Appliance for Databases HA) for redundancy,
you do not have to store the OCR and Voting files in ASM. During Oracle Clusterware
installation, the checkbox for this can be cleared so ASM is not used for these two types
of files.

The basic procedure is to create a 1GB partition on the first n LUNs from each DAAD
until there are six total partitions (two LUNs from each of three Dell Acceleration
Appliance for Databases nodes, or one LUN from each of six nodes).

During installation, Oracle Clusterware prompts for the 6 devices on which Oracle
stores the OCR and Voting Disk files. There are 6 OCR files and 5 Voting Disk files (the
Voting Files are small extents stored in the headers of the OCR files, not separate files
themselves).

It is very important to note that this count of files (6 OCR and 5 Voting) means one of
the LUNs will not have a Voting File. It is critical that no single Dell Acceleration
Appliance for Databases node has a majority of the Voting Disk files, because if a
majority of them go offline, Oracle aborts the entire cluster.

For example, in a two-node configuration, there would be three voting files on the first
node and two on the second node. Taking the second node offline for maintenance is
not a problem, because the majority of Voting Files are still online. However, taking the
first node offline causes the entire cluster to abort. The solution calls for a third storage
node, which can be a third Dell Acceleration Appliance for Databases node or a legacy
SAN. With three storage nodes, two voting files are placed on the first, two on the
second, and one on the third. This way, no single node contains a majority of voting
files, so the cluster is not aborted.
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Best practices for MS SQL server

This section outlines best practices for using the Dell Acceleration Appliance for
Databases with MS SQL Server.

MS SQL server implementation best practices

Configure the Dell Acceleration Appliance for Databases and export its volumes to
the SQL DB nodes (standalone or cluster)

Run the SQLIO synthetic benchmark tool to measure the |IOPS and bandwidth for
volumes, with various workloads.

Ensure that the SQLIO performance statistics approximate the theoretically
possible performance of the hardware setup (HBAs on the target, initiator, and
Fusion ioDrive devices).

Record the performance statistics. These will serve as the baseline for the setup if
application performance issues are noted during workload tests.

SQL server memory allocation

Ensure that you allocate sufficient memory space for the OS processes. As a best
practice, earmark 1GB for every 4 cores and allocate the rest to the Max server
memory (MB) parameter.

Use the following dynamic management views to troubleshoot memory issues that
may occur:

- sys.dm_os_memory_brokers provides information about memory allocations using
the internal SQL Server memory manager. The information provided can be useful
in determining very large memory consumers.

- sys.dm_os_memory_nodes and sys.dm_os_memory_node_access_stats provides a
summary of the memory allocations per memory node and node access statistics,
grouped by type of page. This information can be used to quickly obtain a
summary of memory usage, without running DBCC MEMORYSTATUS.

- sys.dm_os_nodes provides information about CPU node configuration for SQL
Server. This DMV also reflects software NUMA (soft-NUMA) configuration.

- sys.dm_os_sys_memory returns the system memory information. The “Available
physical memory is low” value in the system_memory state desc column is a sign
of external memory pressure that requires further analysis.

Other best practices
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When formatting the partition that will be used for SQL server data files, you
should use a 64 KB allocation unit size for data, logs and the TempDB database.

Lock pages in memory. To reduce SQL server paging, grant the service account
“Lock pages in Memory” privileges through the Windows Group Policy editor for
both 32- and 64-bit servers.



¢ Adjust the “Degree of Parallelism” option to the number of cores in a single NUMA
node, which is eight or fewer. Test the workload with various degrees of parallelism
to arrive at the best combination.

¢ The default setting for Number of Worker Threads works well for most
configurations.

¢ To ensure efficient operation, create multiple TempDB files (1 per physical CPU
core). Pre-size the TempDB files and create them in equal sizes.

* For ease of maintenance, create more than one log file (there is no performance
gain in configuring more files).

HA with Windows server failover cluster

If you are deploying Windows Server 2008 with the Dell Acceleration Appliance for
Databases, configure your storage to use Windows Server Failover Cluster (WFSC). For
MPIO settings, refer to Configuring multipath on Windows on page 108.

1 In WSFC, navigate to Storage.
2 Click the Advanced Policies tab.
3 Set Use this time period to 30 seconds.

Cluster Disk:1 Properties E

| Generall Dependenciesl Policies  Advanced Policies | Shadow Eopiesl

Clear the check box if you do not want a node to host this resource or thiz
clustered instance.

Pozzible Owners:

= dott
5 dotioz

i~ Basic resource health check interval

" Use standard time period for the resource type
& Use this time perind [mm:ss): IDD:SD 3:

i~ Thorough rezource health check interval

' Use standard time period for the resource type

= Use this time perind [rmm:ss): ID‘I:DD 3:

™ Run this resource in a zeparate Resource Monitor

Chooze thiz option if the azzociated resource type DLL needs to be
debugged or iz likely to conflict with other rezource type DLLs.

QK I Cancel Apply
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4  Click the Policies tab.
Cluster Disk 1 Properties |_

| Generall Dependencies  Folicies | Advanced Policies I Shadow Copies |

 Rezponze to rezource failure

= IF resource fails, do not restart

& |f resource fails, atternpt restart on current nade

Period for restarts [mm:ss): %ID'I Rulil 3:

M aximum restarts in the specified period: I 303:

v If restart iz unsuccessiul, fail over all resources in this zervice or
application

IF all the restart attempts fail, begin restarting

again after the specified period (hh:mm): I?
00:15 <=

More about restart policies

— Pending timeout
Specify the length of time the rezource can take to change states

between Onling and Dffine befare the Cluster service puts the
rezource in the Failed state,

Pending timeaut [mm:zs): ID3: i1} 3:

0K I Cancel | Apply |

5 Set Period for restarts to 1:00.
6 Set Maximum restarts in the specified period to 30.

7 Set If all restart attempts fail, begin restarting again after the specified period to
15 minutes.

Configuring auto-failback settings
To specify auto-failback settings on a WSFC node for any service or application:
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1 Ensure that the preferred owner is selected in the General tab. In the example, the
preferred owner is dot101.

b532FS Properties E

General | Failower I

b532FS [

Mame:

|p532rs

Select the prefered owners for thiz gervice or application. Use the
buttans ta list then in order from most preferred at the top ta least
preferred at the bottom.

Preferred owners:

dat101
O donoz

[

Down

" Enable persistent made

IV Auto start
Status: Online
Mode: dat101

ar, I Cancel Apply
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2 On the Failover tab, set the maximum number of failures as 30 in 1 hour.
b532FS Properties E

" General Failover |%

Failower

Specify the number of times the Cluster service will attempt bo restart or
fail over the service or application in the specified period.

If the service or application Failz more than the masimum in the
specified periad, it will be [eft in the failed state.

b awiniunn failures in the specified

3 :
period; f

Period [hours): 1 -
Failback

Specify whether the service or application will automatically fail back to
the mogt preferred owner (which iz zet on the General tab),

" Prevert failback
+  Allow failback

' Immediately

{~ Failback between: 0 4 and

IU 3: howrz

More about failover and failback

ak. I Cahicel |

Apply |

3 In the Failback section, click Allow failback and then Immediately.
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Windows clustering hot fixes

Several hot fixes for Windows Clustering are available on the Microsoft Support site.
These may be useful in preventing or resolving issues with Windows clusters used in the

Dell Acceleration Appliance for Databases system.

Hot Fix Reference Description

http://support.microsoft.com/kb/2718576/en-us

This fixes an issue in which an MPIO
disk is removed unexpectedly when a
PR_IN command fails. This issue
occurs when the Failover Clustering
feature is configured in a Windows
Server 2008 R2 environment.

http://support.microsoft.com/kb/2733575/en-us

SAN targets should reply to PR_IN
commands within 3 seconds on
Windows Server 2008 and Server
2008 R2.

http://support.microsoft.com/kb/2522766

The MPIO driver fails over all paths
incorrectly when a transient, single
failure occurs in Windows Server 2008
or in Windows Server 2008 R2.

http://support.microsoft.com/kb/2550886

A transient communication failure
causes a Windows Server 2008 R2
failover cluster to stop working.
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12

Contacting technical support

Dell Acceleration Appliance for Databases drivers, utilities, and related documentation
are available at:

dell.com/support/home

Dell provides several online and telephone-based support and service options.
Availability varies by country and product, and some services may not be available in
your area. To get help with your Fusion ioMemory devices, contact your Dell Technical
Service representative or access the Dell Support website.

Choose the method of contacting Dell that is convenient for you.
NOTE: The safety information that shipped with your system provides

important safety and regulatory information. Warranty information may be
included within this document or as a separate document.
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Appendix A: DAAD configuration

DAAD platform: Front panel

Figure A-1 shows the front view of the Dell Acceleration Appliance for Databases.

Figure A-1. Front view of DAAD

DAAD platform: Rear panel

Figure A-2 shows the rear-panel view of the Dell Acceleration Appliance for Databases.
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Figure A-2. Rear view of DAAD
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Split-function ports for InfiniBand/SRP and iSCSI

For increased redundancy or high-availability, when using two Mellanox ConnectX-3
dual-port adapters for both connectivity between HA DAADs and fabric connectivity to
the initiator nodes (as when running SRP/IB or iSCSI), it is best to split the functionality
between the cards. This allows each card to be used for both a redundant connection to
the partner node and to the fabric. That way, if one adapter fails, and both its ports are
lost, the system can continue to run. The mode will be partially degraded, but not
system-failed, with the remaining cluster interconnect and iSCSI or InfiniBand/SRP
ports on the other adapter.

Figure A-3. HA configuration with split-port functionality

Switch

ION1 ION2

It is important to use the correct ports for fabric and DAAD interconnectivity in this
case. The diagram that follows, along with the rear-view picture of the DAAD chassis
shown previously, describes the ports to be used to connect DAADSs, and the ports to
be used when connecting to the fabric.

NOTE: While split-port functionality is recommended for iSCSI, it is
mandatory for InfiniBand/SRP.
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In the example here, slots 1and slot 3 use one port for HA cluster interconnect. The
other ports on Slots 1, 2, and 3 are iSCSI ports.

NOTE: Note that the cluster interconnect protocol runs over the Ethernet
ports on the InfiniBand HCA.

r10i41 r10id2
10.10.10.41 10.10.10.42 Details

SLOTO SLOT1 SLOT 2 SLOT 3 SLOT 4 SLOT 5 SLOT 6 SLOTT

Broadcom Mellanox Mellanox Mellanox ieDrive ioDirive ioDrive ioDrive
Technolegies Technolegies Technologies

@
[
] @ [ v
[

Figure A-4. ConnectX-3 cluster interconnect card
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	About DAAD first boot
	Prerequisites
	1 From the customer support site download the ISO image for the DAAD software.
	2 Burn an installation DVD that contains the .ISO image. You can also softmount the ISO image through iDRAC or you can configure it on a bootable USB.
	3 Power on the DAAD and boot the machine with the ISO image. The install screen is displayed:
	4 Select Install ION Accelerator.
	5 If you have multiple disks in the appliance, select the disk where the Dell Acceleration Appliance for Databases software will be installed, such as /dev/sda.
	6 When the following warning prompt is displayed, select Yes:
	7 To remove the previous data from all the drives, select No.
	8 Confirm that you want to delete data by selecting Yes.
	9 Select OK to proceed.
	10 Select iSCSI or Fibre Channel and then select OK.
	11 Select Disable and then select OK.
	12 Select Yes to proceed with the Dell Acceleration Appliance for Databases configuration.

	Accepting the license agreement
	1 Check Yes at the bottom of the screen to accept the agreement.
	2 Select Next to continue.

	Configuring networking
	Table 2-1. DAAD configuration sections


	Configuring standalone FC and IB
	Configuring the management port
	1 On the Network Configuration screen, select Change (bottom of the screen) and then Network Interfaces.
	2 Select the management IP card from the list.
	3 Select Edit (in the lower-left corner of the screen).
	4 Select Statically assigned IP Address.
	5 Enter the IP Address and Subnet Mask for your network.
	6 Select Next.

	Setting hostname and routing information
	1 On the Network Settings screen, press the right arrow key to select Hostname.
	2 Tab to the Hostname field and enter the Hostname for the DAAD.
	3 Tab to the Domain Name field and enter the Domain Name.
	4 Tab to the Name Servers fields and enter up to three Name Servers.
	5 Press Tab until the focus is back on the Overview line.
	6 Press the right arrow key to select Routing.
	7 Tab to the Default Gateway field and enter the Default Gateway.
	8 Select OK.

	Setting time zone and NTP settings
	1 Tab to the Region field and use the arrow keys to select the region where the DAAD will be located.
	2 Tab to the Time Zone field and select the zone where the DAAD will be located.
	3 Tab to the Date and Time field and select Change. The Change Date and Time screen is displayed.
	4 Tab to the Synchronize with NTP Server field and select it.
	5 Tab to the NTP Server Address field and enter the address of the NTP server to synchronize with.
	6 Tab to the Save NTP Configuration field and select it.
	7 Tab to the Configure field and select it.
	8 Select Delete to delete the default NTP configuration.
	9 Select Add to add a new configuration.
	10 In the New Synchronization screen that is displayed, select Server.
	11 Select Next.
	12 In the NTP Server screen that is displayed, tab to select the Address field.
	13 Type the NTP server address.
	14 Select OK.
	15 If you have additional NTP servers, repeat steps 9-14 to configure them.
	16 Select Accept to save the NTP changes and continue.

	Setting the admin user password
	1 Type the Dell Acceleration Appliance for Databases password for the admin user.
	2 Retype the password you entered.
	3 To test the Keyboard Layout or use the Expert Options, select those options on the screen.
	4 Select Next.

	Completing the DAAD configuration
	1 Select Finish.


	Configuring standalone iSCSI
	Configuring the management port
	1 On the Network Configuration screen, select Change (bottom of the screen) and then Network Interfaces.
	2 Select the management IP card from the list.
	3 Select Edit (in the lower-left corner of the screen).
	4 Select Statically assigned IP Address.
	5 Enter the IP Address and Subnet Mask for your network.
	6 Select Next.

	Configuring ConnectX-3 ports for iSCSI
	1 On the Network Configuration screen, select Change (bottom of the screen) and then Network Interfaces.
	2 Select an unconfigured ConnectX-3 port from the list.
	3 Select Edit (in the lower-left corner of the screen).
	4 Select Statically assigned IP Address.
	5 Enter the IP Address and Subnet Mask for your network.
	6 Select Next.
	7 On the Network Card Setup screen, press left-arrows to select General.
	8 Tab to the Set MTU field.
	9 Set MTU to 9000.
	10 Select Next.
	11 Repeat steps 2–10 until all four iSCSI ports are configured.

	Setting hostname and routing information
	1 On the Network Settings screen, press the right arrow key to select Hostname.
	2 Tab to the Hostname field and enter the Hostname for the DAAD.
	3 Tab to the Domain Name field and enter the Domain Name.
	4 Tab to the Name Servers fields and enter up to three Name Servers.
	5 Press Tab until the focus is back on the Overview line.
	6 Press the right arrow key to select Routing.
	7 Tab to the Default Gateway field and enter the Default Gateway.
	8 Select OK.

	Setting time zone and NTP settings
	1 Tab to the Region field and use the arrow keys to select the region where the DAAD will be located.
	2 Tab to the Time Zone field and select the zone where the DAAD will be located.
	3 Tab to the Date and Time field and select Change. The Change Date and Time screen is displayed.
	4 Tab to the Synchronize with NTP Server field and select it.
	5 Tab to the NTP Server Address field and enter the address of the NTP server to synchronize with.
	6 Tab to the Save NTP Configuration field and select it.
	7 Tab to the Configure field and select it.
	8 Select Delete to delete the default NTP configuration.
	9 Select Add to add a new configuration.
	10 In the New Synchronization screen that is displayed, select Server.
	11 Select Next.
	12 In the NTP Server screen that is displayed, tab to select the Address field.
	13 Type the NTP server address.
	14 Select OK.
	15 If you have additional NTP servers, repeat steps 9-14 to configure them.
	16 Select Accept to save the NTP changes and continue.

	Setting the admin user password
	1 Type the Dell Acceleration Appliance for Databases password for the admin user.
	2 Retype the password you entered.
	3 To test the Keyboard Layout or use the Expert Options, select those options on the screen.
	4 Select Next.

	Completing the DAAD configuration
	1 Select Finish.


	Configuring iSCSI for HA
	Configuring the management port
	1 On the Network Configuration screen, select Change (bottom of the screen) and then Network Interfaces.
	2 Select the management IP card from the list.
	3 Select Edit (in the lower-left corner of the screen).
	4 Select Statically assigned IP Address.
	5 Enter the IP Address and Subnet Mask for your network.
	6 Select Next.

	Configuring ConnectX-3 ports for HA
	1 Tab to select the first ConnectX-3 Ethernet HA port. This will be the second port (Port 2) in the card in slot 1 with a BusID of 0000:81:00.0.
	2 Select Edit.
	3 Tab until the IP Address field is selected.
	4 Enter the IP Address for the port.
	5 Press Tab and enter 255.255.255.0 for the Subnet Mask.
	6 Select Next.
	7 Tab to select the second ConnectX-3 Ethernet HA port.
	8 Repeat steps 2-5, setting a different IP Address for the second ConnectX-3 Ethernet HA port.
	9 Select Next.

	Configuring ConnectX-3 ports for iSCSI
	1 On the Network Configuration screen, select Change (bottom of the screen) and then Network Interfaces.
	2 Select an unconfigured ConnectX-3 port from the list.
	3 Select Edit (in the lower-left corner of the screen).
	4 Select Statically assigned IP Address.
	5 Enter the IP Address and Subnet Mask for your network.
	6 Select Next.
	7 On the Network Card Setup screen, press left-arrows to select General.
	8 Tab to the Set MTU field.
	9 Set MTU to 9000.
	10 Select Next.
	11 Repeat steps 2–10 until all four iSCSI ports are configured.

	Setting hostname and routing information
	1 On the Network Settings screen, press the right arrow key to select Hostname.
	2 Tab to the Hostname field and enter the Hostname for the DAAD.
	3 Tab to the Domain Name field and enter the Domain Name.
	4 Tab to the Name Servers fields and enter up to three Name Servers.
	5 Press Tab until the focus is back on the Overview line.
	6 Press the right arrow key to select Routing.
	7 Tab to the Default Gateway field and enter the Default Gateway.
	8 Select OK.

	Setting time zone and NTP settings
	1 Tab to the Region field and use the arrow keys to select the region where the DAAD will be located.
	2 Tab to the Time Zone field and select the zone where the DAAD will be located.
	3 Tab to the Date and Time field and select Change. The Change Date and Time screen is displayed.
	4 Tab to the Synchronize with NTP Server field and select it.
	5 Tab to the NTP Server Address field and enter the address of the NTP server to synchronize with.
	6 Tab to the Save NTP Configuration field and select it.
	7 Tab to the Configure field and select it.
	8 Select Delete to delete the default NTP configuration.
	9 Select Add to add a new configuration.
	10 In the New Synchronization screen that is displayed, select Server.
	11 Select Next.
	12 In the NTP Server screen that is displayed, tab to select the Address field.
	13 Type the NTP server address.
	14 Select OK.
	15 If you have additional NTP servers, repeat steps 9-14 to configure them.
	16 Select Accept to save the NTP changes and continue.

	Enabling cluster setup
	1 On the Cluster Setup screen, tab to the Enter Cluster Name field and enter a name for the Cluster.
	2 Tab to the Enter Cluster IP Address field and enter the IP address for the cluster.
	3 Tab to the Primary Channel field and press the down arrow key on Bind Network Address drop-down menu.
	4 From the drop-down menu, select the address you set for the first ConnectX-3 Ethernet HA port.
	5 Tab to the Redundant Channel field and press the down arrow key on Bind Network Address drop-down menu.
	6 From the drop-down menu, select the address you set for the second ConnectX-3 Ethernet HA port.
	7 Select Next.

	Setting the admin user password
	1 Type the Dell Acceleration Appliance for Databases password for the admin user.
	2 Retype the password you entered.
	3 To test the Keyboard Layout or use the Expert Options, select those options on the screen.
	4 Select Next.

	Completing the DAAD configuration
	1 Select Finish.


	Configuring FC and IB for HA
	Configuring the management port
	1 On the Network Configuration screen, select Change (bottom of the screen) and then Network Interfaces.
	2 Select the management IP card from the list.
	3 Select Edit (in the lower-left corner of the screen).
	4 Select Statically assigned IP Address.
	5 Enter the IP Address and Subnet Mask for your network.
	6 Select Next.

	Configuring ConnectX-3 ports for HA
	1 Tab to select the first ConnectX-3 Ethernet HA port. This will be the second port (Port 2) in the card in slot 1 with a BusID of 0000:81:00.0.
	2 Select Edit.
	3 Tab until the IP Address field is selected.
	4 Enter the IP Address for the port.
	5 Press Tab and enter 255.255.255.0 for the Subnet Mask.
	6 Select Next.
	7 Tab to select the second ConnectX-3 Ethernet HA port.
	8 Repeat steps 2-5, setting a different IP Address for the second ConnectX-3 Ethernet HA port.
	9 Select Next.

	Setting hostname and routing information
	1 On the Network Settings screen, press the right arrow key to select Hostname.
	2 Tab to the Hostname field and enter the Hostname for the DAAD.
	3 Tab to the Domain Name field and enter the Domain Name.
	4 Tab to the Name Servers fields and enter up to three Name Servers.
	5 Press Tab until the focus is back on the Overview line.
	6 Press the right arrow key to select Routing.
	7 Tab to the Default Gateway field and enter the Default Gateway.
	8 Select OK.

	Setting time zone and NTP settings
	1 Tab to the Region field and use the arrow keys to select the region where the DAAD will be located.
	2 Tab to the Time Zone field and select the zone where the DAAD will be located.
	3 Tab to the Date and Time field and select Change. The Change Date and Time screen is displayed.
	4 Tab to the Synchronize with NTP Server field and select it.
	5 Tab to the NTP Server Address field and enter the address of the NTP server to synchronize with.
	6 Tab to the Save NTP Configuration field and select it.
	7 Tab to the Configure field and select it.
	8 Select Delete to delete the default NTP configuration.
	9 Select Add to add a new configuration.
	10 In the New Synchronization screen that is displayed, select Server.
	11 Select Next.
	12 In the NTP Server screen that is displayed, tab to select the Address field.
	13 Type the NTP server address.
	14 Select OK.
	15 If you have additional NTP servers, repeat steps 9-14 to configure them.
	16 Select Accept to save the NTP changes and continue.

	Enabling cluster setup
	1 On the Cluster Setup screen, tab to the Enter Cluster Name field and enter a name for the Cluster.
	2 Tab to the Enter Cluster IP Address field and enter the IP address for the cluster.
	3 Tab to the Primary Channel field and press the down arrow key on Bind Network Address drop-down menu.
	4 From the drop-down menu, select the address you set for the first ConnectX-3 Ethernet HA port.
	5 Tab to the Redundant Channel field and press the down arrow key on Bind Network Address drop-down menu.
	6 From the drop-down menu, select the address you set for the second ConnectX-3 Ethernet HA port.
	7 Select Next.

	Setting the admin user password
	1 Type the Dell Acceleration Appliance for Databases password for the admin user.
	2 Retype the password you entered.
	3 To test the Keyboard Layout or use the Expert Options, select those options on the screen.
	4 Select Next.

	Completing the DAAD configuration
	1 Select Finish.


	Connecting to DAAD
	Logging in through the CLI
	1 At the login prompt, type admin as the username.
	2 At the password prompt, type the password you created in First Boot.
	3 After you log in to the Dell Acceleration Appliance for Databases, use the Dell Acceleration Appliance for Databases CLI Reference for instructions about setting up and managing your DAAD storage.

	Logging in through the GUI
	1 If not pre-poulated, type admin in the Username box.
	2 Type the password in the Password box. (This is the password you created in First Boot configuration.)
	3 Click Login.
	4 To use the less-secure pre-configured SSL certificate, click Save Changes.
	5 Click Save Changes.
	6 Log in with the same username and password that you entered earlier.
	7 After you are logged in to the Dell Acceleration Appliance for Databases, see the Dell Acceleration Appliance for Databases GUI Guide for instructions on how to set up and manage your DAAD storage.

	Backing up DAAD configuration
	1 Create a backup of the current configuration by running config:backup.
	2 Store the configuration in a location other than on the DAAD host.


	Changing network settings
	Changing a node host name in a cluster
	1 Ensure that both nodes are turned on.
	2 Close all active sessions by disabling or disconnecting all target ports.
	3 At the CLI, run system:setup lan to view the Setup dialog box for LAN configuration.
	4 Select the Hostname/DNS tab.
	5 Change the name of the node in the dialog box.
	6 Select OK. Both nodes will restart one at a time.
	7 Repeat steps 5 and 6 for the second node in the cluster.

	Changing the management IP address
	1 Ensure that both nodes are online.
	2 On the first node, at the CLI, enter maintenance on
	3 Enter system:setup lan to view the Setup dialog box for LAN configuration.
	4 Edit the Ethernet adapter configured with the management IP.
	5 Change the management IP address in the dialog box.
	6 Select OK. The node with the cluster IP address will fail over to the other node.
	7 Enter maintenance off
	8 On the second node, at the CLI, enter maintenance on
	9 Repeat steps 3–7 on the second node.

	Changing the management IP address to or from DHCP
	1 Ensure that both nodes are online.
	2 At the CLI, enter maintenance on
	3 Enter system:setup lan to view the Setup dialog box for LAN configuration.
	4 On the Network Card Setup screen, you can change the IP address setting to Dynamic Address or Statically assigned IP Address.
	5 Select OK. The node with the cluster IP address will fail over to the other node.
	6 Enter maintenance off

	Changing the DAAD cluster name or IP address
	1 Ensure that both nodes are online.
	1 On the first node, at the CLI, enter maintenance on
	2 Enter system:setup cluster to view the Setup dialog box for cluster configuration.
	3 Change the cluster name or IP address in the dialog box.
	4 Select OK.
	5 Enter maintenance off
	6 On the second node, at the CLI, enter maintenance on
	7 Repeat steps 3–6 on the second node.

	Changing the gateway IP address
	1 Ensure that both nodes are turned on.
	2 At the CLI, run system:setup lan to view the Setup dialog box for LAN configuration.
	3 Select the Routing tab in the dialog box.
	4 Change the gateway IP address.
	5 Select OK.

	Changing IP addresses for cluster interconnect ports
	1 Ensure that both nodes are turned on.
	2 At the CLI, run system:setup lan to view the Setup dialog box for LAN configuration.
	3 In the dialog box, change the cluster interconnect IP address for the adapters configured as HA ports.
	4 Select OK.
	5 Restart both nodes.

	Changing the iSCSI port IP address
	1 Ensure that both nodes are turned on.
	2 Enter maintenance on
	3 At the CLI, run system:setup lan to view the Setup dialog box for LAN configuration.
	4 Change the iSCSI port IP address in the dialog box.
	5 Select OK.
	6 For Linux initiators:
	a Log out of all related target portals by using the following command:
	b Remove old target ports by using the following command:
	c Add the new target session to the initiator by running the following command:
	d For Linux initiators, log in to the target (all sessions) from the initiator:
	e Run the CLI command initiators –dt to view the new initiator.
	f Add this initiator to an existing group:

	7 For Windows initiators:
	a Disconnect and remove old target ports by clicking iSCSI Initiator > Discovery and removing old target ports with old IP addresses
	b Click iSCSI Initiator > Targets and disconnect old targets
	c Click OK.
	d For Windows initiators, connect and discover targets with new IP addresses by clicking iSCSI Initiator > Targets and entering new IP addresses.
	e Click Quick Connect.
	f Click OK.

	8 From the console of the DAAD target, enter the following command to update the initiators displayed in step 9 to the initiator group:
	9 From the command line, enter maintenance off

	Changing MTU settings for iSCSI
	1 Log in to the DAAD console as user admin.
	2 Enter maintenance on
	3 Enter setup lan
	4 Edit the port where you want to change the MTU setting.
	5 On the Network Card Setup screen, press the left arrow key to select General.
	6 Tab to the Set MTU field.
	7 Set MTU to the new value.
	8 Select Next.
	9 Repeat steps 4-8 for any other iSCSI ports where you want to change the MTU settings.
	10 Exit the Network Card Setup screen and the Network Setting screen.
	11 From the command line, enter maintenance off
	12 Enter ports -dt to ensure the new MTU setting.


	HA and host configuration
	About DAAD high availability
	Figure 9-1. SImple HA Clustering
	Figure 9-2. LUN access in HA configurations

	InfiniBand/SRP and iSCSI connections for HA
	Fabric and cluster interconnect cards
	Figure 9-3. QLogic QLE2562 Fibre Channel card (Dual-port)
	Figure 9-4. ConnectX-3 cluster interconnect card


	Multipathing overview
	Supported network fabric and hosts
	About multipathing for Windows
	1 Click Start > Administrative Tools > Computer Management > Device Manager,
	2 Right-click the disk that you want to add multiple paths to.
	3 Select Properties.

	Load-balance policies for MPIO

	Configuring multipathing on Windows
	Installing multipath on windows
	Installing MPIO in Windows Server 2008 R2
	Installing MPIO in Windows Server 2012 R2

	Configuring multipath on Windows
	1 Click Start > Control Panel > Views list > Large Icons > MPIO.
	2 On the User Account Control page, click Continue.
	3 If you are using iSCSI, click the Discover Multi-Paths tab, and ensure that the Add support for iSCSI devices is selected.
	4 Click the MPIO Devices tab.
	5 To add a hardware ID,
	a Click Add.
	b Type the hardware ID, which is Vendor ID (eight characters), and type the Product ID (16 characters).
	c Click OK.

	6 Click OK.
	7 Click Storage >Server Manager >Disk Management.
	8 Right-click the DAAD LUN to view its properties.
	9 Click MPIO Policy on the MPIO tab, ensure that Round Robin With Subset is selected.
	10 Click Details to view the DSM Details dialog box.
	11 Ensure that the Path Verify Enabled check box is selected.
	12 Click OK to close each dialog box, until prompted to restart the system.
	13 If you are running in standalone mode, click Yes to restart, and then go to Discovering multipaths on page 112.
	14 If you are running in HA mode, click No at the reboot prompt, as there more tasks to be completed.
	15 Use regedit to edit the Registry with the following changes:
	16 For the QLogic 25xx HBA (Fibre Channel), make the following changes in the driver, by using the QLogic CLI or GUI in Windows:
	17 Restart the Windows system.
	Discovering multipaths
	1 Ensure that multiple instances represent the same Logical Unit Number (LUN) through different paths. Hardware IDs for those devices are displayed for use with MPIO.
	2 Add a second initiator to a volume.
	3 With multipath running, open a disk management tool, such as Windows Disk Manager.
	4 View the volume from the initiator and ensure that only one volume shows up. (Before installing multipath, the volume would show up twice).


	Configuring iSCSI initiators for Windows
	Standalone mode
	1 Ensure that the following Windows hot fix module and settings are applied: http://support.microsoft.com/kb/2752538/en-us
	2 Use regedit to disable the delayed ACK in the registry:
	a Right-click in the interface you are using for iSCSI.
	b Select a new DWORD 32-bit value.
	c Name the new value TcpAckFrequency.
	d Set the value to 1.

	3 Increase the reconnect retries value in the registry as follows:
	4 Set the registry values and restart the system.

	HA mode
	1 Complete the tasks 1 through 3 in the procedure for Standalone mode on page 113.
	2 Click Control Panel > MPIO > Add Device Hardware ID.
	3 Specify the device as FUSIONIOION LUN.
	4 Use regedit to set the timeout value to 60 seconds:
	5 Use regedit to set the custom path recovery interval to 1:
	6 Use regedit to set the path recovery interval to 5 seconds:
	7 Set the registry values and restart the system.


	Setting up iSCSI in Windows
	1 Click Start > Administrator Tools > iSCSI Initiator.
	2 Log in to each target port and click Quick Connect.
	3 To view the LUN discovery in Server Manager, open the Disk Management volume list. Disk 1 in the example here shows the discovered volume formatted and partitioned as drive E:
	4 To see the discovered LUN as an MPIO multipath configuration disk device, with two active and two standby paths, right-click Disk 1 and click Properties.
	Creating Windows initiators in DAAD
	1 From DAAD (Stand-Alone or HA), create an initiator group:
	2 For each target, create an initiator. The examples below are for four iSCSI targets in the Dell Acceleration Appliance for Databases HA:



	Configuring multipathing on Linux
	Installing MPIO on Linux
	1 Install device-mapper-multipath RPM.
	2 On OL 6.4 or RHEL, run mpathconf --enable to enable multipathing.
	3 If necessary, edit the multipath.conf configuration file to modify default values and save the updated file.
	4 Start the multipath daemon.
	Common mpathconf settings
	Configuring multipathing in HA mode
	1 Complete the tasks in the first line of the code about copying the file.
	2 Follow the uncomment instructions near the end of the file.
	3 Restart multipathd as indicated on the first line of the multipath.conf file:

	Configuring standalone multipathing with host-based mirroring
	1 Complete the tasks in the first line about copying the file.
	2 Follow the uncomment instructions at the end of the file.
	3 Restart multipathd as indicated on the first line.

	Configuring multipathing for Oracle VM Server
	Restarting multipathing
	Setting the node session timeout for iSCSI
	1 Edit the /etc/iscsid.conf file and set an appropriate value for node.session.timeo.replacement_timeout.
	2 Log out of current sessions by running iscsiadm -m session –u.
	3 Set the replacement timeout for currently discovered portals, as follows:
	4 Log in to the targets again:


	Linux SCSI initiator notes
	Setting up Linux iSCSI initiators
	Discovering DAAD volume
	Discovering DAAD target portals from RHEL initiators
	Creating RHEL initiators for DAAD
	1 At the CLI, run the following to create an initiator group:
	2 For each target, create an initiator. The examples here are for four iSCSI targets from the Dell Acceleration Appliance for Databases HA:


	Utilizing full bandwidth of a 10 Gbs Ethernet link
	1 Configure /etc/multipath.conf so that multipathd controls at least two iSCSI LUNs.
	2 Start multipathd.
	3 Change the parameter node.session.nr_sessions in /etc/iscsid.conf from 1 to 4.
	4 Trigger an iSCSI logout and login.
	5 Verify the multipath -ll output and look up which /dev/dm-<n> node corresponds with which iSCSI LUN.
	6 Use the /dev/dm-<n> device nodes for communication over iSCSI with the ION system.


	Mounting a file system on a LUN during boot
	1 Determine the SCSI ID of the Dell Acceleration Appliance for Databases LUN. This is the number shown between parentheses in the output of multipath -l that starts with the digit 2. For example:
	2 Add an entry in /etc/fstab for that LUN and use the noauto option so the entry is skipped during boot time. For example:
	3 Add a script in /etc/init.d that waits until multipathd has detected the LUN and then mounts the filesystem. See Script for Mounting the file system on page 127.
	4 Make the system run during startup and shutdown. For example:
	Script for Mounting the file system

	Configuring DAAD with ESXi initiators
	Configuration procedure: Mixed sub-storage
	1 Select the ESXi host you want to modify and click the Manage tab at the upper- right corrner.
	2 Click Storage > Storage Devices and click the LUN you want to modify.
	3 In the Properties pane, click Edit Multipathing to obtain the paths that are in use.
	4 Under the Policy section, select Round Robin from the drop-down menu.
	5 Click Change to apply the change in path policy.
	6 Click OK to close the dialog box 
	7 Repeat steps 2-6 for each LUN.

	Configuration procedure: DAAD only
	1 Before presenting DAAD volumes to the ESXi initiator, set a storage global policy on each ESXi initiator in-use by running the following command. This ensures that the default path policy for ALUA based storage is set to Round-Robin.
	2 Restart the ESXI initiators for the policy to take effect.
	3 Ensure the settings by running the following command:

	Completing the configuration
	1 Present the volumes to the initiator group.
	2 In the vSphere GUI, log in to an ESXi host.
	3 Click ESXi Host > Configuration > Storage Adapters.
	4 Select the initiator .
	5 Right-click the initiator (vmhba), and then click Rescan.
	6 Repeat this procedure (steps 5–7) for all HBAs. 
	7 When the FUSIONIO volumes are discovered, ensure that the path policy is set to Round Robin.
	8 Repeat this verification procedure for every ESXi host in the configuration.

	Issues with automatic failback
	Manual failback procedure
	1 Determine the LUNs that do not have the same Current and Preferred Owner by running the CLI command:
	2 Determine the volume name for that particular LUN, and determine the USN for the volume by running the CLI volumes –dt command.
	3 List the EUIs for FUSIONIO volumes on ESXi host:
	4 Map the USN of the volume to the EUI in the VSphere GUI. You can use the CLI command volumes -dt --display-flavor vmware to do this. For example:
	5 On the vSphere GUI, navigate to the ESXi node and then click Configuration > Storage Adapters.
	6 Select the desired vmhba number.
	7 In the View section, click Devices to view the FUSIONIO volumes.
	8 Select the volume and right-click Manage Paths.
	9 Click Disable Current Active Path. 
	10 Re-enable the disabled path.

	Disabling VAAI functionality in ESXi
	Configuring ESXi initiators with iSCSI
	HA configuration
	1 Set the default PSP for ALUA SATP to VMW_PSP_RR (round robin):
	2 To apply this setting to LUNs that have already been discovered, restart the system.

	Setting up an ESXi initiator
	1 Open the vSphere Client/VMware Infrastructure (VI) Client or vCenter Server.
	2 Ensure that you have a separate vSwitch for iSCSI. (All iSCSI entries can be grouped into one vSwitch.)
	3 Add VMKernel and Management Console ports and identify them with appropriate IP addresses.
	4 Ensure that the iSCSI targets are reachable from the ESX host by using ping or vmkping:
	5 Log in to vCenter Server.
	6 Click the ESX host and click Configuration.
	7 Click Storage Adapters.
	8 Click the iSCSI VMHBA to be modified.
	9 Click Properties.
	10 Click Advanced.
	11 On the dialog box that is displayed, disable DelayedAck and set Login Timeout to 30 seconds.
	12 On the Storage Adapters section, click the iSCSI Software Adapter.
	13 On the Details pane, click Properties.
	14 On the General tab, click Configure and click Enabled.
	15 Click OK. The Status is enabled, and the iSCSI name has a valid IQN.
	1 Click the Dynamic Discovery tab and click Add.
	2 In the Add Send Targets Server section, add the iSCSI array IP addresses to the iSCSI Server field and click OK.
	3 After the iSCSI Server is added, click Close.
	4 Rescan the ESX host storage in the Storage Adapters section.
	5 After the rescan completes, click the iSCSI initiator to see information about the SAN array, and one or more targets.



	Setting up InfiniBand/SRP initiators
	Installing the multipath daemon
	Installing the InfiniBand/SRP software stack
	Table 9-1. Infinband packages that need to be installed
	Table 9-2. Locations of InfiniBand/SRP configuration files

	Configuring InfiniBand/SRP
	1 Set SRP_LOAD=yes and MLX_LOAD=yes in the InfiniBand/SRP core configuration file /etc/rdma/rdma.conf.
	2 When using an unmanaged InfiniBand/SRP switch, or when not using an InfiniBand/SRP switch at all, configure the GUID of the port over which opensm should run in the opensm configuration file. (An unmanaged switch is a switch without subnet manageme...
	3 If the SRP daemon must not automatically log in to all SRP targets, modify the SRP daemon configuration file accordingly.
	4 Performance can be improved by increasing the maximum SRP scatter/gather list size. To do this, create the file /etc/modprobe.d/ib_srp.conf. This configuration will go into effect the next time the SRP initiator is loaded.
	5 Ensure that the InfiniBand/SRP HCAs are visible on the PCI bus:
	6 Ensure that the number of PCIe lanes assigned to the HCA will allow it to operate at full speed. To do this, compare the LnkCap and LnkSta parameters in the lspci output:
	7 Ensure that the InfiniBand/SRP HCA firmware is up to date:
	8 Ensure that the InfiniBand/SRP HCAs are recognized by their kernel driver. For example:
	9 If necessary, start opensm and wait until it has configured the fabric. For a small fabric, configuration finishes less than twenty seconds after opensm starts.
	10 Check which nodes can communicate with each other over the fabric, as follows:
	11 Check the fabric status:
	12 Ensure that the initiator system can communicate with the InfiniBand/SRP target systems in the same subnet:
	13 After the entire IB stack is working, run chkconfig to make the InfiniBand/SRP core, opensm, and SRP tools start automatically.

	Installing the IB_SRP-BACKPORT package
	About ib_srp-package.rpm
	Installation
	1 Run the following commands as a non-privileged user:
	2 Obtain root privileges and install the generated RPM. For example:


	Separating IPoIB from SRP traffic

	Troubleshooting
	After node restore, initiators may not connect correctly
	Login Failure With RHEL Initiators
	Oracle Linux 6.3 issues
	1 Add the following code to the end of the /lib/udev/rules.d/50-udev- default.rules file:
	2 Run the following command to restart rdma:
	3 Wait for a few seconds after rdma has restarted, and then run the following commands to ensure that the changes have solved the issue:

	Linux cleanup after LUN removal
	LUN 0 deletion problems in Oracle VM
	1 Add the following to the /etc/multipath.conf file:
	2 Restart multipathd, if it is running. This prevents the multipath tools that come with Oracle HCL from making a multipath device when there is no LUN 0.

	Network manager and UDEV issues with RHEL 6.4+
	1 Complete the tasks listed at this Red Hat link to stop the Network Manager service: https://access.redhat.com/site/documentation/en- US/Red_Hat_Enterprise_Linux_OpenStack_Platform/3/html/Installation_and_Con figuration_Guide/Disabling_Network_Manag...
	2 Ensure that the Network Manager service is stopped by running the service command:
	3 Ensure that the Network Manager service is disabled at startup by using the chkconfig command:
	4 Open each interface configuration file on the system in a text editor. Interface configuration files are found in the /etc/sysconfig/network-scripts/ directory. They have names of the form ifcfg-X, where X is replaced by the name of the interface. ...
	5 In each configuration file, ensure that the NM_CONTROLLED configuration key is set to no and the ON_BOOT configuration key is set to yes.
	6 Ensure that the network service is started by using the service command:
	7 Ensure that the network service is enabled at startup by using the chkconfig command:

	Handling configuration changes
	Informing the multipath daemon of resized devices
	Tips for resizing devices with multipathing
	Resolving path failures during multipathing scans


	Application tuning
	Oracle implementation best practices
	ASM best practices
	Exporting LUNs to initiators
	ASM storage configurations
	HA mode, one diskgroup
	1 Place all the Dell Acceleration Appliance for Databases storage from both the HA nodes into one ASM diskgroup called DATA. 
	2 Have Oracle write the OCR and Voting Disk files to DATA, which gets passed through to the underlying LUNs on the Dell Acceleration Appliance for Databases.

	Standalone mode
	3 Create a 1 GB partition on n LUNs from each Dell Acceleration Appliance for Databases node (where n is 6 divided by the number of nodes).
	4 Put those 6 partitions into an ASM diskgroup named CRS with High Redundancy.
	5 Put all of the remaining storage into the DATA diskgroup with Normal Redundancy. 

	Standalone mode: Storing OCR and voting files

	Best practices for MS SQL server
	MS SQL server implementation best practices
	SQL server memory allocation
	Other best practices

	HA with Windows server failover cluster
	1 In WSFC, navigate to Storage.
	2 Click the Advanced Policies tab.
	3 Set Use this time period to 30 seconds.
	4 Click the Policies tab.
	5 Set Period for restarts to 1:00.
	6 Set Maximum restarts in the specified period to 30.
	7 Set If all restart attempts fail, begin restarting again after the specified period to 15 minutes.
	Configuring auto-failback settings
	1 Ensure that the preferred owner is selected in the General tab. In the example, the preferred owner is dot101.
	2 On the Failover tab, set the maximum number of failures as 30 in 1 hour.
	3 In the Failback section, click Allow failback and then Immediately.


	Windows clustering hot fixes

	Contacting technical support
	Appendix A: DAAD configuration
	DAAD platform: Front panel
	Figure A-1. Front view of DAAD

	DAAD platform: Rear panel
	Figure A-2. Rear view of DAAD

	Split-function ports for InfiniBand/SRP and iSCSI
	Figure A-3. HA configuration with split-port functionality
	Figure A-4. ConnectX-3 cluster interconnect card



